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Abstract

In recent years, there has been a growing interest in Cloud Computing and its ser-
vices, with the advance and the development of related technologies, Cloud Comput-
ing has been widely adopted in many sectors. In this work we present The Cloud
Computing fundamentals, we focus on one of the principal components of Cloud
Computing which is Software as a Service (SaaS). SaaS has received significant at-
tention among cloud technologies, it is a way of delivering complete software over
the internet as a service, instead of installing and maintaining software, the users
simply access it via the internet using a browser. Today modern education is highly
dependent on new technologies that help to improve educational attainment. A key
strategy for students to achieve a high-quality learning experience is online collabo-
ration. Online collaboration refers to the use of computer tools to work with others
online. In this thesis, we discuss online collaboration for students, and we propose
a SaaS-based application that helps students collaborate online. This application is

developed and deployed in a Cloud Computing environment.

Keywords : Cloud Computing, Software as a Service, SaaS, Online Collaboration

for Student, Education, Web Application, Software Engineering.
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Résumé

Ces dernieres années, I'intérét pour le Cloud Computing et ses services s’est accru.
Avec 'avancée et le développement des technologies associées, le Cloud Computing
a été largement adopté dans de nombreux secteurs. Dans ce travail, nous présentons
les fondements du Cloud Computing, nous nous concentrons sur I'un des principaux
composants du Cloud Computing qui est le Software as a Service (SaaS). Le SaaS
a fait 'objet d’'une attention particuliere parmi les technologies du Cloud Compu-
ting. Il s’agit d’'une maniere de fournir un logiciel complet sur Internet en tant que
service, au lieu d’installer et de maintenir le logiciel, les utilisateurs y accédent sim-
plement via Internet en utilisant un navigateur. Aujourd’hui, I’éducation moderne
est fortement tributaire des nouvelles technologies qui contribuent a améliorer le ni-
veau d’instruction. La collaboration en ligne est une stratégie clé permettant aux
étudiants de vivre une expérience d’apprentissage de haute qualité. La collabora-
tion en ligne fait référence a 'utilisation d’outils informatiques pour travailler avec
d’autres personnes en ligne. Dans cette these, nous discutons de la collaboration en
ligne pour les étudiants, et nous proposons une application basée sur SaaS qui aide
les étudiants a collaborer en ligne. Cette application est développée et déployée dans

un environnement de Cloud Computing.

Mots clés : Cloud Computing, Software as a Service, SaaS, Collaboration en ligne
pour les étudiants, Education, Web Application Collaboration en ligne pour les étu-

diants, Génie logiciel.



Contents

Moiroducfionl . . . . . . . . . . oo 12
Objectives| . . . . . . . . . . 14
[Thesis Structurel. . . . . . . . .. .. 14

(1 Cloud Computing Fundamentals| 15

L1 Overviewl. . . . . . . . . o e 15

(.2 Introductionl . . . . . . . . . ... 15

(1.3 Definitions of Cloud Computing . . . . . . . . ... ... ... .... 16

(1.4 Briet History | . . . . . . . . . 17

(1.5 Key Components|. . . . . . . .. .. ... ... ... ... . ..., 19
(L.l Infrastructurel . . . . . . ..o o 19
[L5.2  Virtualizationl . . . . . . .. . .. ... L 20
(1.5.3 Internet and Web 2.00 . . . . . . . ... ... ... ....... 22
[1.5.4  Web Services and SOA/SOC| . . ... ... ... ... .... 23
[1.5.5 Open-Source Software| . . . . . . . . . . ... .. ... ..., 24

(1.6 Characteristics of Cloud Computing. . . . . . . ... ... ... ... 25
(.6.1 Omn-demand self-service: | . . . . . . ... ... ... ... ... 25
(1.6.2 DBroad network access: | . . . . . . . ... ... 25
[1.6.3  Resource pooling: | . . . ... ... ... ... ... 25
[1.6.4 Rapid elasticity: | . . . . . . ... ... Lo 26
[1.6.5  Measured service: | . . . . . . . ... 26

(1.7 Cloud Computing Architecture] . . . . . .. . ... ... ... .... 26
(I.7.1 Basic Architecturel . . . . . . . . . ... ... L. 26



o CONTENTS

(1.7.2  Cloud Computing Service Models|. . . . . . . ... ... ... 28
(1.7.3  Cloud Computing Deployment Models| . . . . .. .. ... .. 30
(1.7.4  Cloud Computing Roles| . . . . . ... ... ... ... .... 31

(1.8 Benefit of Cloud Computing . . . . . . . ... ... ... ... .... 34
(1.9 Cloud Challenges| . . . . . . ... ... ... ... .. ..... 35
(1.10 Cloud Computing Platforms| . . . . . . ... ... ... ... ... .. 37
[L.10.1 Amazon Web Services AWS| . . . .. ... ... ... .. ... 37
(1.10.2 Microsoft Azurel . . . . . . . ..o 37
[1.10.3 Google Cloud Platform GCP|. . . . . ... ... ... ... .. 38

(1.11T Summary| . . . . . . . . . . 38
2 Software as Service Model 39
1 Overview | . . . . . . . . e 39
2.2 Introduction| . . . . . . . ..o 39
[2.3  Architecture of SaaS Applications :| . . . . . . ... ... 40
[2.3.1 Level 1 — The Ad-Hoc/Custom| . . . . . ... ... ... ... 41
[2.3.2  Level 2 — Configurablel . . . . . . ... ... ... ... .... 41
[2.3.3  Level 3 — Configurable Multi-Tenant-Ethcient| . . . . . . . .. 41
[2.3.4  Level 4 — Scalable, Configurable, and Multi-Tenant-Efficient] . 42

[2.4  Multi-Tenancy Architecture| . . . . . . . . . . ... ... ... ... 42
[2.4.1  Multi-Tenancy Concept| . . . . . . . . ... ... ... .... 42
[2.4.2  Achieving Multi-Tenancy | . . . . . . .. .. ... .. ... .. 43
[2.4.3  Configuration and Metadata-Driven|. . . . . . . . .. .. ... 43
[2.4.4  Database Modeling| . . . . ... ... ... ... ... ..... 45

[2.5  Saa> Development and Deployment| . . . . . . .. ... ... ... .. 47
2.5.1 Threetier Modell . . . . . . ... ... ... ... ....... 47
2.5.2 Service Oriented Architecturel . . . . . . . . .. ... ... .. 48
253 Microservices . . . . ... 48
254 Serverlessd . . . . .. ... 49

[2.6 SaaS Applications Versus Similar Models| . . . . . . .. ... ... .. 50
2.7 Summary| . . ... 52




6 CONTENTS

3 Online Collaboration For Students| 53
3.1 _Overviewl. . . . . . . . .. e e 53
3.2 Introductionl . . . . . . . . .. 53
3.3 Definitions . . . . . . . .. 54

3.3.1 Collaborationl . . . .. . ... ... ... ... ..., 54
[3.3.2  Online Collaboration| . . . . . . . . ... ... ... ... .. 54
[3.4  Students Collaboration Principles| . . . . . . ... ... ... ... .. 55
[3.4.1  Working Together{. . . . . . . ... ... ... .. ... .... 55
[3.4.2 Identifying a Group Goal . . . . . . . . . ... ... ... ... 55
[3.4.3  Equal Participation| . . . . . . ... ... 0oL 55
[3.4.4 Responsibility and interdependencel . . . . . . . ... ... .. 56
[3.4.5  Communication| . . . . . . . . .. ..o 56
(3.0 Factors of a Successful Online Collaborationl . . . . . .. ... .. .. 56
[3.5.1 The Right Technology For The Task{ . . . ... ... ... .. o7
[3.5.2  Group Size| . . . . ... 57
[3.5.3 Individual accountability| . . . . . . . . .. ... 58
[3.6  Computer-Mediated Communication| . . . . .. .. ... ... .... 58
[3.6.1 Synchronous CMC| . . . . .. ... ... ... ... ...... 58
[3.6.2  Asynchronous CMC| . . . . . ... ... ... ... ...... 59
8.7 Cloud Collaborationl . . . .. . ... . ... . ... ... ....... 59
[3.8  Difterent T'ypes of Online Collaboration Tools| . . . . . . . . . .. .. 60
[3.8.1  Early Generations Tools| . . . . . . .. ... ... ... .... 60
[3.8.2  Project Management lools|. . . . . ... ... ... ... ... 61
[3.8.3  Video Conterencing Tools| . . . . ... ... ... ... .... 61
.84 Social Medial . . . . . . ..o oo 62
(3.9 Omnline Collaboration Platforms . . . . . .. ... ... ... ... .. 62
[3.9.1 Google Workspace for Education| . . . . . . ... .. ... .. 62
BI92 Zooml . .. .. ... 64
BO3 Slackl. . . .. . . 64
[3.10 Advantages of Online Collaboration| . . . . . . . ... ... ... ... 65
[3.11 Challenges and Issues| . . . . . . . . . ... ... .. .. ... .... 66




7 CONTENTS

[3.12 Summary| . . . . ... 67
[4  Planning and Analysis | 68
41 Overviewl. . . . . . . . .. e 68
[4.2  Software Development Methodology|. . . . . . .. ... ... ... .. 69
(4.3 Development Phases| . . . . . .. ... ... ... ... ... ..... 69
[4.3.1 Analysis| . . . . . . . ... 69
[4.3.2 Design| . . . . .. .. 70
[4.3.3  Implementationl . . . . . . .. ... Lo 70

4.4 Our Project| . . . . . . . . . . 71
[4.4.1 Background information| . . . . . . . ... ... ... ... 71
[4.4.2 Purpose| . . . . .. . 71
443 Intended Audiencel . . . . . . .. ..o 71
[4.4.4  Scope of the Software[. . . . . . . ... ... 0L 72

4.5 Oursolution| . . . . ... .. ... 72
451  Features . . . . . . ..o 72
[4.5.2  Basic Components| . . . . .. ... ... ... ... ...... 73

[4.6  Software Requirements Specifications| . . . . . . . ... .. ... ... 74
[4.6.1  Define Actorsl . . . . . . . . ..o 74
[4.6.2  Functional Requirements| . . . . . ... ... ... ... ... 74
4.6.3 Permissions and Rules . . . . . ... ... ... 75
464 Use Casesd . . . . . . . . . . . 76
[4.6.5 Use cases textual description|. . . . . . . . . . . . .. ... .. 80
[4.6.6  Non Functional Requirements| . . . . . . .. .. ... ... .. 84

[4.7  Summary| . ... .. 85
o Design | 86
B1  Overview | . . . . . . . . e 86
[5.2  Sequence diagram|. . . . . . ... 86
H.2.1 Authentication| . . . . . .. ... ... Lo 86
B22 Guesll . . . ... .. 89



8 CONTENTS
b.2.3 Edit text page| . . . . ... oo 90
b.2.4 Upload file| . . . ... ... ... 91
[5.2.5 Add member to a project | . . . . ... ..o 92
[5.2.6  Task management | . . . . . . ... 93

.3 Class diagram | . . . . .. ... ... ... ... .. 93
[>.4  Data Modelingl . . . .. ... ... ... 95
[>.5 Deployment architecture| . . . . . . . ... ... .00 97
6 Implementation| 99
6.1 Overview!| . . . . . . . . . . e 99
6.2 NoSQL Databasel . . . . . . . . . . . .. ... ... 99
6.3 Cloud Computing platform o} . . . . . . ... ... ... ... ..... 100
[6.3.1 Google App Enginel . . . . . . ..o o000 101
6.3.2 Firestorel . . . . . . ... ... 101
[6.3.3 Cloud storage] . . . . . . . .. ... 102
034 Cloud Functions. . . . . . . . .. ... .. 0. 102
[6.3.5 Identity plattorm| . . . . ... .. ..o 0000 102

[6.4 Programming Languages and Libraries Used| . . . . . . . . ... ... 102
[6.4.1 JavaScript| . . . . . . ... 102
[6.4.2 Nodejs| . . ... .. .. 103
[6.4.3 Expressjs|. . . . . . . .. 103
644 React] ... ... ... 103
0.4.5  CSSl . . . 103
6.4.6  Firebase Admin SDKI . . . . . ... ... ..o 104
[6.4.7  Editor js| . . . . .. ... 104

0.5 Tools and extensions| . . . . . . . . . ..o 104
[6.5.1  Google Cloud Console] . . . . .. ... ... .. ... ..... 104
652 VS Code. ... ... . . 104
............................... 105
654 Nodemon| . .. .. .. .. ... 106
[6.5.5 Webpackl. . . . ... ... 106




CONTENTS

6.6  File Structurel . . . . . ... 107
0.6.1 Front-end files. . . . . . .. ... oo 107
0.62 Back-end!| . . . . . . ..o 108

6.7 Code and Solutions . . . . . . .. ... ... ... 109
[0.7.1 Authenticationl . . . . .. . ... ... oL 109
0.7.2 Authorization| . . . . . . . . . . . ... 110
6.7.3 Files Access Authorizationl . . . . . . . .. .. ... ... .. 111

6.8 Deployment |. . . . . . . . ... . 112

[6.9 Application scalability] . . . . ... .. ... ... 000 113

[6.10 The Final applicationl . . . . . . . ... ... ... ... . 114

[6.11 Summary| . . . . . . . . .. 121

[Conclusion and Perspectives| . . . . . . . . . ... ... ... ... ..... 122

Page 9



List of Figures

(1.1 NIST Cloud Computing definition| . . . . . . . . .. ... ... .... 17
(1.2 A hardware virtalized server hosting three virtual machines, each one |
running ditinct operating system| . . . . ... ... ... 21

(1.3 Basic Cloud Computing architecture | . . . . . . . .. ... ... ... 27
(1.4 Cloud Computing Service Models and Control levels/. . . . . . . . .. 29
(1.5 The NIST Cloud Computing reference architecture] . . . . . . . . .. 33
[2.1 A multi-tenant application environment{. . . . . . . . . .. ... ... 44
2.2 Salesforce.com’s metadata-driven architecturel . . . . ... . ... .. 45
[2.3  'T'his approach uses a different database for each tenant| . . . . . . . . 46
[2.4 In this approach each tenant has its own separate set of tables in a |
[ common databasel . . ... .. oo 46
[2.5 In this approach each tenant has its own separate set of tables in a |
[ commondatabasel . . . . ... ... ... 47
2.6 3 three-tier architecture model| . . . . . . . . . .. .. ... .. ... 48
[2.7  Sample Microservices architecture | . . . . . .. ... ... 49
[4.1  Diagram Use case : Main application| . . . . . . . .. ... ... ... 76
[4.2  Diagram Use case : Private space management|. . . . . . . . ... .. 7
[4.3  Diagram Use case : Project Managment| . . . . . . . ... ... ... 78
[4.4  Diagram Use case : User in project space| . . . . . . .. ... ... .. 79
[4.5 Description table : Authenticatel . . . . . . . . . ... ... ... ... 80
[4.6  Description table : Add memeber to a project| . . . . . . . . ... .. 81

10



11 LIST OF FIGURES
[4.7  Description table : Edit text page| . . . . . . . ... 82
[4.8  Description table : Task managment| . . . . . . ... ... ... ... 83
[>.1 sequence diagram: Sign up| . . . . . . . ... 87
[>.2  sequence diagram:>Sign in|. . . . . . . . ... 88
[5.3  sequence diagram: Guest visit a public page| . . . . . .. ... ... 89
[>.4 sequence diagram:Edit text page[. . . . . . ..o 90
[5.5 sequence diagram:Upload file| . . . . . ... ... ... ... .. .. 91
[5.6 sequence diagram:Add member to a project | . . . . ... ... 92
[>.7  Sequence diagram: Task management | . . . .. .. .. ... ... .. 93
[>.8 class diagram | . . . . . . ... Lo o 94
B0 classes]. . . o o o 95
B.I10 JSON DOCTI. . . ..o e 96
............................... 96
............................... 97
[>.13 Deployment architecture |. . . . . . . ... ... ... .. ... .. 98
[6.1 Google Cloud Console| . . . . . ... ... ... ... ... ...... 105
[6.2  Front-end app files structure| . . . . ... ..o oL 107
[6.3 Back-end app files structure|. . . . . . ... ..o 108
0.4 Authenticate Service | . . . . . . . . ..o Lo 109
[6.5 Part of the code of authenticate trigger tunction| . . . . ... .. .. 110
6.6 Middleware source code | . . . . . . ... o oL 111
6.7 filesaccessrules] . . . . . . . . ... 112
[6.8 screenshot from google cloud console shows app engine instances | . . 113
[6.9 Application screenshot : Signup| . . . . . .. ... ... ... .. 115
[6.10 Application screenshot : Signin| . . . . .. . ... ... ... .... 116
[6.11 Application screenshot : Main page|. . . . . . . .. ... ... ... .. 117
[6.12 Application screenshot : Task table|. . . . . . ... .. ... ... .. 118
[6.13 Application screenshot : Todo pagel . . . . . . . . .. ... ... ... 119
[6.14 Application screenshot : Calendar page and add event window| . . . . 120

Page 11



Introduction

Cloud Computing is an emerging technology trend, it’s one of the most interest-
ing topics talked about in the field of information technology, this new technology
has known a massive growth and development during recent years. Cloud Comput-
ing is being transformed into a model consisting of services that are deliverable in a
manner similar to utilities, such as water, electricity, and gas. Cloud Computing ba-
sically refers to the on-demand delivery of IT resources including, hardware, servers,
storage, software, and IT infrastructure in general. All resources are available as
services through the internet and offered on a pay-per-use basis.

Cloud Computing provides ways to design computing systems, develop applications,
and leverage existing services for building software. It is based on the concept of
"dynamic provisioning"', which is applied not only to services but also to other in-
formation technology resources like infrastructure, compute capability, storage, net-

working.. etc[I].

Traditionally, software and applications are installed and used locally on the
user’s infrastructure, the user is responsible for providing the necessary equipment,
manages and maintains it, updates and upgrades applications. However in recent
years, the progress and the features that are presented by Cloud Computing are
growing the interest in cloud technologies, this significant attention to Cloud Com-
puting capabilities makes communities think about the way that they are dealing
with software and information technology resources in general. Software as a Service
(SaaS) is the principal component of Cloud Computing that has a direct effect on
this change.

SaaS known as cloud-based software or cloud applications is application software
that’s hosted in the cloud and that we access and use via a web browser, a dedicated

desktop client, or an API (Application Programming Interface).



Today, although most people don’t recognize it, SaaS applications are more com-
monly used than they think and are probably the most used type of cloud services.
SaaS is everywhere, web-based email services such as Gmail, Hotmail or text editors
like Word, Google, file hosting services like Dropbox, entertainment platforms like

Netflix... etc. All these tools are SaaS applications.

The capabilities offered by the SaaS model and Cloud Computing in general, led
to massive development in almost all fields. One of those fields is education and
learning methods.

Education is becoming increasingly collaborative, today teachers and students can
skip time and space constraints of learning by moving an important part of the
process to online collaboration. Online Collaboration or Digital collaboration is a
group of two or more individuals work together, to learn or to achieve a goal from
distance using digital technologies and the Internet, students and instructors can
communicate, share documents, solve problems and work together on their projects
from anywhere at any time.

Online collaboration is only partially enabled by the underlying concept of Cloud
Computing [2], online collaboration tools must have some characteristics and spe-
cific capabilities to enable teams to work comfortably and effectively, capabilities
like availability, less downtime, high performance, and unlimited scale. Since online
collaboration tools are web-based applications, there is no better way than Cloud
Computing to develop and host applications, Cloud Computing is the best choice
to provide all functionalities and capabilities to fulfill all needs of any high-quality

application.
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Objectives

Our objectives in this project are defined in the following points :

— Study the Cloud Computing technology and get to know the basics of it ser-
vices, it delivery and deployment models. By the end of this study we should

be familiar with the basics of Cloud Computing concept

— Study the Software as a Service model, understand it architectures, character-

istics and get know how to develop and deploy a SaaS application

— The final objective is to use Cloud Computing technologies and services to build
a SaaS-based application that helps students collaborate and work together

online.

Thesis Structure

This thesis consists of 6 chapters, we start by Cloud Computing Fundamentals
chapter, in this chapter we will present the concept of Cloud Computing and it
building blocks, like architecture, models, key enabling components.. etc
In the chapter 2 we will discuss Software as a Service (SaaS) model, we will talk
about SaaS application architectures, developments and deployments models.

Next, in Online Collaboration for Students chapter, we will defined online collabo-
ration for students, present some principles and factors that play an important role
to an effective and success collaboration among student and explain mode of online
communication also we will introduce popular tools,some platforms and applications
used to collaborate online.

In the 4th and 5th chapters we will walk through the process of planning, analyse
and design our SaaS application.

In the last chapter we will show the programming process, how we develop and de-
ploy the application, technologies used and some coding solutions. In the end we

will present the final application.

Page 14



Chapter 1

Cloud Computing Fundamentals

1.1 Overview

In this chapter, we’ll present the concept of Cloud Computing with its different
definitions, we’ll explain when and why the cloud concept was created through a brief
history section, next we’ll introduce Cloud Computing architecture with different
deployment and delivery models, it characteristics, and it actor’s roles, we also discuss
the key enabling components and technologies, in the other side we’ll address barriers
challenges and issues of Cloud Computing, and at the end of this chapter we present

the big three cloud platforms.

1.2 Introduction

Cloud Computing is an emerging technology trend, it’s one of the most interesting
topics talked about in the field of information technology, this new technology has
known a massive growth and development during recent years. Like any utilities
such as water, electricity, and gas. Cloud Computing basically refers to the on-
demand delivery of IT resources including, hardware, servers, storage, software, and
IT infrastructure in general. All resources are available as services through the

internet and offered on pay-per-use basis.

15



16 CHAPTER 1. CLOUD COMPUTING FUNDAMENTALS

Today, customers use Cloud Computing resources from anywhere at any time with
the quantity needed to run applications, store data, and develop software, without
having to think about the maintenance, the management, and the investment in

these resources.

1.3 Definitions of Cloud Computing

Cloud Computing has several definitions based on the mode of implementation,
various actors and academic spheres try to define what really Cloud Computing
is, and clarify its features and characteristics[3]. Luis M. Vaquero el al said that
the term of cloud is continually changing and they Proposed a Definition : “Cloud
is a parallel and distributed computing system consisting of a collection of inter-
connected and virtualized computers that are dynamically provisioned and presented
as one or more unified computing resources based on service-level agreements (SLA)
established through negotiation between the service provider and consumers” [4].

Buyya et al defined it as follows:

“Cloud is a parallel and distributed computing system consisting of a collection of
inter-connected and virtualized computers that are dynamically provisioned and pre-
sented as one or more unified computing resources based on service-level agreements
(SLA) established through negotiation between the service provider and consumers.”[5]

The most acceptable and widely cited definition is that given by National Institute
of Standards and Technology. According to NIST : “Cloud Computing is a model
for enabling convenient, on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal management effort or service
provider interaction.” [6] As shown in Figure 1.1, NIST determined the structure of
this cloud model and defined it as a model compose of five essential characteristics,

three models of service delivery, and four main deployment models.

Page 16
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Broad Rapid Elasticit Measured On-Demand
MNetwork Access P icfty Service Self-Service

Resource Pooling

Software as a Patform as a Infrastructure as a
Service (SaaS) Service (PaaS) Service (Saas)

Figure 1.1 — NIST Cloud Computing definition

1.4 Brief History

Even though Cloud Computing is a pretty new technology, the concept of the
cloud was introduced way back in the 1960s by John McCarthy [7], an American
computer scientist (He coined the term 'artificial intelligence" (AI)). In those days
computing was a very hard task, time and money consuming. In 1959 John Mec-
Carthy was visiting the Massachusetts Institute of Technology, at that time MIT
had an IBM 704 mainframe computer, submit input and wait for all day to get the
results of computation, so McCarthy came up with the idea of time-shared comput-
ing resources, he wrote a note to the Director of the Computer Centre suggesting,
expressing the need to the time-share computers, and the idea was revolutionary. [§]
In a talk in 1961 (given to celebrate MIT’s centennial) McCarthy suggest that com-
puter time-sharing technology might result in a future in which computing power
and even specific applications could be sold through the utility business model (like
water or electricity). He said : “If the computers of the kind I have advocated become
computers of the future then computers someday will be organized as a public utility
just as a telephone system is a public utility. The computer utility could become the

basis of a new and important industry.” [9]

Page 17
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That was perhaps the first appearance of the concept of utility computing (Utility
computing merely means "Pay and Use") and it was a fashion idea at that time, even
though infrastructure and networks of the time were not developed enough for that
challenge.

In 1966 in book titled "The Challenge of the Computer Utility" the author Douglas
Parkhill set the modern-day characteristics of concept of Cloud Computing for the
first time, characteristics like elasticity through a utility computing. [7]

In 1969, Leonard Kleinrock a chief scientist of the Advanced Research Projects
Agency Network (ARPANET), project that seeded the Internet, talk about com-
puter utilities, he said that it is the Directions of the future : “As of now, computer
networks are still in their infancy, but as they grow up and become sophisticated,
we will probably see the spread of ‘computer utilities”. [I0] By the 1970s, the de-
velopment of Virtualization makes great progress in computer utility, at that time
the main problem that faces researchers and organizations is the high costs of com-
puters, they could not justify the high investment in hardware that was used only
on specific computing needs and during intermittent times. The solution to these
concerns came up with the idea of "rent time', taking advantage of Virtualization,
this solution allows organizations and users to rent computing resources with much
lower subscription prices, instead of invest in very high-cost computers, and hard-

ware providers can benefit form renting proceeds. [9]

The term "cloud" appear a few decades after, in the 1990s from the telecommu-
nications world, the beginning of using virtual private network (VPN) services for
data communication, bandwidth save and balanced utilization across the network,
providers called it 'telecom cloud’, the similarity between telecom cloud and the con-

cept of Cloud Computing led to release this term.[11]

The rapid developments of the internet and information technology at this pe-
riod, led to more progress in productivity and technological innovations, especially
the web, the emergence of cloud companies began in 1999, a company called Sales-

force released one of the first real Cloud Computing implementations, they provided

Page 18



19 CHAPTER 1. CLOUD COMPUTING FUNDAMENTALS

enterprise Cloud Computing services and began delivery customer relationship man-
agement software through a web site over the internet on a subscription basis. This
successful use of Cloud Computing was the big step toward a new industry and estab-

lish the idea of delivering I'T resources to the end-users, using the internet[11] [12] [9].

In 2002 Amazon web services start to provide some computing resources includ-

ing storage and servers[11].

In 2006 Amazon web services began offering IT infrastructure services to busi-
nesses and organizations as services through the internet. AWS released Elastic
Compute Cloud (EC2) for small companies and individuals[13]. In the same year,
Google launched the Google Docs services, which include Web applications such as

Gmail, Docs, and Calendar with 2GB space storage.

1.5 Key Components

Many key components that play a major role in the evolution of Cloud Comput-
ing, the innovations and the exploitation of technical components such as Virtual-
ization, high—performance networks, and data center ( hardware ), enabled Cloud

Computing to emerge and led IT to a new era [14].

1.5.1 Infrastructure

Cloud Computing is a group of data centers distributed across the world, each
data center host hundreds of thousands of servers, connected and networked via hun-
dreds of switches/routers, these servers consist of multiple high performance CPUs,
hard disks, networks, etc... The accomplishment of modern-day Cloud Computing
characteristics (see next section), requires high-quality hardware with less probability
of failures, with best network systems and management models[15]. So that Cloud
Computing requires the most advance and sophisticated technologies. Obviously, the

infrastructure is the basis of the Cloud Computing foundation, so there is no doubt
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that the progress of Cloud Computing depends on the development of infrastructures

and related technologies.

1.5.2 Virtualization

In computing, Virtualization is the creation of a virtual (rather than actual)
instance or version of something including virtual hardware, network resources, op-
erating system, and storage devices. In simple words, Virtualization is a computer
program, which allows to use one physical computing resource and share it with
multiple users at the same time, there are several types of Virtualization: Server

Virtualization, Network Virtualization, hardware Virtualization... [16][17].

As we mentioned in the brief history section, Virtualization is an old technology, it
began in the 1960s and 1970s, as a method of logically dividing computing resources
of mainframe computers.

Virtualization helps to share the same hardware with multiple consumers without
the intervention of the provider even with the new consumers. Virtualization enable
the user to creates a virtual space known as virtual machine see Figure 1.2

A virtual machine is a digital version of a physical computer created by a software
called a hypervisor, VM can perform exactly like a physical computer with almost
all of its functions, like running operating systems, install applications store data,
and connect to networks. Multiple VMs can run on a single physical machine, com-
puting resources of the host machine (hardware that runs VMs) are accessible and

distributed among VMs as needed.

1.5.2.1 Virtualization in Cloud Computing :
Virtualization plays a major role in Cloud Computing, it is the solution to many
problems, with Virtualization we can gain many things:

— Isolation and Multi-tenancy: In cloud, customers use the same infras-
tructure but one user data should be isolated from other users, Virtualization

helps achieve this requirement easily.
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Figure 1.2 — A hardware virtalized server hosting three virtual machines, each one
running ditinct operating system

— Resource sharing : Cloud Computing is a group of data centers, which means
massive resources and a big number of servers, Virtualization helps to manage
hardware and share it with multiple users by dividing it into smaller virtual

resources.
— Scalability: Its helps cloud to scale[I8].

— Less complexity: Virtualization allows multiple VMs to run on a single
physical machine and therefore allows to run multiple OS, applications, share
computing and storage with multiple customers, without extra complexity or

more management effort[9].

— Economical: Virtualization is the best technique for cost-saving and hardware-
reducing, providers do not need to set up new hardware for each new client
instead they can re-allocating resources very easily, also it is eco-friendly and

less energy-consuming.
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1.5.3 Internet and Web 2.0

Internet is a main component of Cloud Computing, it contributed to the emer-
gence of Cloud Computing. The evolution of the internet and the growth of the
number of its users open new opportunities, creates new markets, and makes Cloud
Computing much easier to access it and more ways to use its services (different con-
nected devices: phones, tab... etc). As the result, increase the number of customers,
growth in financial returns, and expansion of the Cloud Computing market, which
led to putting more investment and effort in the field of Cloud Computing to increase
productivity, create more complex services and develop applications... etc
All these massive benefits and progress in Cloud Computing, would not happen with-
out a rich platform that facilitates interaction and brings dynamism and flexibility

into Web pages.

Web or specifically Web 2.0 is considered as the primary interface through which
Cloud Computing delivers its services [I]. It’s a complementary of the internet to

more progress in cloud evolution.

Web 2.0 is a term coined by Tim O’Reilly [19]. It refers to Web design resulting
in an interactive transport mechanism, rather than conventional static screens. Web
2.0 is viewed as a platform for running software applications instead of install and

running them on-promise ( desktop PCs, phones.. ).

Web 2.0 applications are extremely dynamic and they have almost the same
functionality as desktop applications. These capabilities are obtained by integrating
a collection of standards and technologies, such as XML, Asynchronous JavaScript,
Web Services, and others, Which makes complex cloud applications run on the front
end part smoothly and flexible [I] [12].
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1.5.4 Web Services and SOA/SOC

Web services play an important role in the concept of Cloud Computing, which
is based on delivering I'T resources in form of services through networks, web ser-
vices help Cloud Computing on better communication and data transactions between
providers and different consumers using XML-based messages.

According to W3C (World Wide Web Consortium), a web service is a software system
designed to support interoperable, machine-to-machine interaction over a network.
It has an interface described in a machine-processable format (specifically WSDL).
Other systems interact with the Web service in a manner prescribed by its description
using SOAP-messages, typically conveyed using HT'TP with an XML serialization in

conjunction with other Web-related standards.

When we talk about web services on Cloud Computing we should talk about
Service-Oriented Architecture (SOA) and Service-Oriented Computing (SOC).
SOA is an architectural style that supports service orientation, is a way of thinking
in terms of services and service-based development and the outcomes of services, it
provides an architectural style for building software applications, that promotes loose

coupling between components. [20]

SOC is a paradigm that refers to the set of concepts, principles, and methodologies
that represent computing in Service-Oriented Architecture (SOA), in which software
applications are designed and developed based on services as fundamental elements
and with standard interfaces, in other words, SOC and Cloud Computing will coexist,
complement, and support each other.

SOC constitute a fundamental building block for Cloud Computing systems and
applications since the main objective of Cloud Computing is to deliver everything as
a service, from infrastructure to applications, SOA is a powerful approach because
it encompasses design principles to structure, compose, and deploy software systems

in terms of services[I].
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1.5.5 Open-Source Software

Open Source is a term that refers to computer software, algorithms, and programs
that are released under a license, which give the right to anyone for any purpose to
use, access, change, edit and distribute the source code[21].

Open-source has an enormous impact in the field of Cloud Computing, which is based
on an important number of free license software like Linux operating system that
has become a major building block of largest cloud environments [12]. Xen that it’s
using in Cloud Computing for a full Virtualization (completely emulate all hardware
devices to the virtual machines) [22].

Another popular open-source software called Eucalyptus, it used to implements IaaS-
style Cloud Computing using the Linux-based infrastructure, found in many modern

data centers [19].

The use of open-source software in Cloud Computing can provides numerous

benefits, the following some of it [12] :

— Cost savings :providers use open-source software for free without have to pay

high prices for software licenses or upgrades fees.

— Modify and customize : the ability to customize software’s source code

according to personal and specific needs

— Time saving: open-source provides ready solutions, no one needs to start

from scratch.
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1.6 Characteristics of Cloud Computing

There are numerous essential characteristics of Cloud Computing, that defined
the outlines of how Cloud Computing should be and its basic features, which re-
quire to be available on each cloud platform. To get a common understanding and
standards of Cloud Computing many groups and organizations try to set important
characteristics of cloud, as we mentioned before NIST defined Cloud Computing
with five essential characteristics, following the five essential characteristics of Cloud
Computing defined by NIST [6]:

1.6.1 On-demand self-service:

User should be able to provision computing resources including CUP time, stor-
age, network access, server time, applications... etc, automatically as needed without

human influence with each service provider.

1.6.2 Broad network access:

Computing resources are available online over standard networks as services, user
can access, use it from anywhere at any time through heterogeneous devices (smart

phone, laptops, workstations.. ect)

1.6.3 Resource pooling:

Use a multi-tenant model to serve multiple consumers from one pool of comput-
ing resources include storage, processing, memory, and network bandwidth. which
allow customers to use the same computing resources separately on the logical level,
physical and virtual resources can be dynamically assigned and reassigned according
to user demand, generally the customer has no control or knowledge over the exact
location of the provided resources, but they may be able to choose a specific location

by country, state or data-center.
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1.6.4 Rapid elasticity:

Computing resources can be elastically provisioned and released, in some cases
automatically, and fast scaling up and down depending on demand, therefore, con-
sumer considers that the capabilities are unlimited and available at any time with

any quantity needed.

1.6.5 Measured service:

Cloud systems automatically control and optimize resource use by leveraging a
metering capability at some level of abstraction appropriate to the type of service
(e.g., storage, processing, bandwidth, and active user accounts). Resource usage can
be monitored, controlled, and reported, providing transparency for both the provider

and consumer of the utilized service.

1.7 Cloud Computing Architecture

1.7.1 Basic Architecture

Cloud Computing architecture refers to the components and sub-components
required for Cloud Computing. The most basic architecture of Cloud Computing
components is divided into the following two parts: front end and back end, both

are connected via the internet( Figure 1.3). [7] [23].

Front-end: is the side of the end-user, it presents all components and user in-
terfaces that the client sees and interacts with, like button, media, content...etc.
Client access those interfaces using mobile or computer devices. User from front-end

part interacts with back end via applications and protocols, commonly web browsers.
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Back-end : is the server-side, it refers to data storage, hardware management,
respond to the requests, load balance, application, and software source code, all
important computing happen on this part, end users can not see component of the

back end they just can interact with from front end part.

Architecture of Cloud Computing

Client Infrastructure Front End

{

internet

Application

Runtime Cloud Back End

Storage

Management
Security

Figure 1.3 — Basic Cloud Computing architecture
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1.7.2 Cloud Computing Service Models

Cloud provides several services, according to NIST there is tree main types of

cloud services [6]:

1.7.2.1 Infrastructure-As-A-Service (IaaS)

Infrastructure as a Service (IaaS) is the lower layer of this service model. laaS
referred to everything as a service, basic computing resources like servers, storage,
networking resources, and Virtualization technology are provisioned to consumers in
a virtualized environment where they do not have to manage or control the underlying
resources [24]. Instead, consumers have full control over operating systems, runtime,
middleware, and deployed applications, they can freely deploy, run software and OS

needed. the famous example of IaaS: Amazon EC2.

1.7.2.2 Platform as a Service (PaaS)

Platform as a service (PaaS) is the layer above IaaS, which means less control over
IT resources, using IaaS, PaaS provides a computing platform as a service [7], the
consumer (usually a developer) use Paa$S to develop, test, deploy their cloud services
and applications (e.g. SaaS applications) [25], PaaS provides everything required
for the life cycle of software and Web applications like (developer tools, frameworks,
programming languages, testing environments.. etc ) [26]. Consumers do not manage
and control underlying resources include: servers, storage, OS, runtime, build tools..
etc ), they focus only on the development process of their solutions, but they can
control the deployment of applications and the configuration settings of the platform

in general, example of PaaS: Google App Engine, Heroku...

1.7.2.3 Software as a Service (SaaS)

Software as a Service(SaaS) is the top layer of the cloud model and is the most
used service model of Cloud Computing. Almost everyone has already used a SaaS-

based application at some point [26]. SaaS refers to the final application that is
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delivered to the end-user, on the opposite of On-premises software where users need
to install software locally, update it manually, maintain and manage the hardware,
SaaS is a full ready software hosted and running on cloud infrastructure, users can
access this software from multiple client devices through either a thin client interface,
such as a web browser or a program interface, without the need to manage and control
any cloud resources or even maintain and update the software.

SaaS is built on the multi-tenant architecture that makes users share the same single
application, with a separation between them on the logical level [27], example of
SaaS: web-based email, Google Doc, Microsoft 360...

Business manages everything
(ne cloud computing)
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Applications Applications Applications Applications

Data

Runtime Runtime Runtime Runtime
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Figure 1.4 — Cloud Computing Service Models and Control levels
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1.7.3 Cloud Computing Deployment Models

According to NIST there are four main cloud deployment models [6]:

1.7.3.1 Private Cloud

Private cloud known as internal cloud refers to internal data centers intended
for a single organization for just local use, which not made available to the general
public [28]. Private cloud build and managed by the organization itself or by an
external provider or a combination of both, it may be on or off-premise, a private

cloud provides full control of resources, high performance, and high security [29)].

1.7.3.2 Community Cloud

A community cloud is a private cloud but instead of one organization, its provi-
sioned for a specific group or community of consumers from multiple organizations
and companies that have common interests (e.g. mission, security requirements,
policy, and compliance considerations). It’s not made available for users outside
the community, community cloud build and manage in a partnership between group
members, by an external provider, or a combination of both, it may be online or off

promise.

1.7.3.3 Hybrid cloud

A hybrid cloud is a combination of two or more clouds with different models (pri-
vate, community, or public), which remain unique entities bound together by stan-
dardized or proprietary technology, in such a way to improve information, data, and
application portability between these entities (e.g., cloud bursting for load-balancing
between clouds).

Hybrid clouds offer many benefits it has more flexibility than one cloud model alone,
for example, it enables the user to use a public cloud for massive computing resources

and stores sensitive data on a private cloud.
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1.7.3.4 Public Cloud

The cloud infrastructure is provisioned to the general public as services, on a
commercial basis (pay-as-you-go model) [2§], everyone can use public cloud from
anywhere using the internet, It may be owned, managed, and operated by a business,
academic, or government organization, or some combination of them, public cloud

available on the promise of the cloud provider.

1.7.4 Cloud Computing Roles

Through the growth of Cloud Computing and the diversity of its complex services,
more opportunities are added to integrate more individuals and actors, which gave
rise to various new roles and responsibilities, NIST propose a Conceptual Reference
Model called, "the NIST Cloud Computing reference architecture" which identifies
the major actors, their activities and functions in Cloud Computing, Figure 1.5 shows
that NIST defines five major roles: cloud consumer, cloud provider, cloud carrier,

cloud auditor and cloud broker.

1.7.4.1 Cloud Consumer

A Cloud Consumer is a person or entity that maintains a business relationship
with service from Cloud Providers, Cloud Consumer use provided cloud resources
after sets up a contract or arrangement with the providers, to allow him to purchase,
exploit, or rent cloud services. Cloud Consumer is considered as the main stakeholder

for Cloud Computing service.

Cloud consumer activities and usage scenarios differ depending on the services.
it can be different among cloud consumers. For example, SaaS consumer can be
an organization that provides their employees access to SaaS-based applications( ex:
ERP software), so employees are considered as the end-users of the application but
their activities differ depending on their responsibilities on the organization ( ex:

administrator, seller.. ).
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Another example of the difference among cloud consumers, SaaS consumer may be
a person and generally is the final user, he just consumes cloud resources, but in the
other side PaaS consumer generally is a developer use PaaS to build and deploy a
SaaS application, which makes him a cloud PaaS consumer and cloud SaaS provider
at the same time, though they both cloud consumers but the services consumed

makes their activities difference.

1.7.4.2 Cloud Provider

Cloud provider is a person or an organization that offer I'T resources as services to
interested entities. Cloud provider is responsible for the infrastructure management,
maintain and runs the cloud software, cloud security and makes arrangement to

deliver the cloud services to the Cloud Consumers through network.

1.7.4.3 Cloud Auditor

A cloud auditor is a party that can perform an independent examination of cloud
service, controls with the intent to express an opinion thereon. Audits are performed
to verify conformance to standards through a review of objective evidence. A cloud
auditor can evaluate the services provided by a cloud provider in terms of security

controls, privacy impact, performance... etc

1.7.4.4 Cloud Broker

As Cloud Computing evolves, the integration of cloud services can be too complex
for cloud consumers to manage. A cloud consumer may request cloud services from
a cloud broker, instead of contacting a cloud provider directly. A cloud broker is
an entity that manages the use, performance and delivery of cloud services and

negotiates relationships between cloud providers and cloud consumers.

1.7.4.5 Cloud Carrier

A cloud carrier acts as an intermediary that provides connectivity and trans-

port of cloud services between cloud consumers and cloud providers. Cloud carriers

Page 32



33 CHAPTER 1. CLOUD COMPUTING FUNDAMENTALS

provide access to consumers through networks, telecommunication, and other access
devices. For example, cloud consumers can obtain cloud services through network
access devices, such as computers, laptops, mobile phones, mobile Internet devices
(MIDs)..etc.

The distribution of cloud services is normally provided by network and telecommu-
nication carriers or a transport agent, where a transport agent refers to a business
organization that provides physical transport of storage media such as high-capacity
hard drives. Note that a cloud provider will set up SLAs with a cloud carrier to
provide services consistent with the level of SLAs offered to cloud consumers, and
may require the cloud carrier to provide dedicated and secure connections between

cloud consumers and cloud providers.

Cloud Provider \
Service Orchestration

Security
Audit
Privacy " Arbitrage
Impact Audit . —_—
Performance
Audit

Figure 1.5 — The NIST Cloud Computing reference architecture
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1.8 Benefit of Cloud Computing

Cloud Computing offers many important benefits to individuals and enterprises,
in almost all fields, Cloud Computing gives opportunities to small companies to
grow and offers its business many benefits, which led to more productivity and de-
velopment especially in fields that depend on technology like economics, education,
healthcare...

Following some benefits and advantages offered by Cloud Computing:

— Reduced IT costs
Cloud Computing may reduce the cost of managing and maintaining IT re-
sources. Rather than investing in expensive systems and equipment for busi-
nesses and then put effort to maintain and manage them, we can reduce costs

by using the resources and services provided by Cloud Computing.

— Less time to market
Ideas owner, developers, small companies and groups, with Cloud Computing
and SaaS models, they can focus on developing their ideas without thinking
about capitals or project financing, because of Cloud Computing billing that

allows users pay only when they use resources.

— Collaboration efficiency
Collaboration in a cloud environment provides the ability to communicate,
share and collaborate on documents and projects more easily outside of the
traditional methods. this ability for many users is one of the most important

advantages of the cloud.

— Security
Many organizations have security concerns when it comes to adopting a cloud-
computing solution. but researches show that 94% of business claimed saw an
improvement in security after switching to the cloud. 91% said that the cloud

makes it easier to meet government compliance requirements [30)].
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— Business Model
Cloud Computing offers a good business model to small companies and indi-

viduals, the pay-as-you-go model allows them to pay according to their size.

— Performance
Cloud Computing offer a massive Computing Power and almost Unlimited

Storage Capacity.

1.9 Cloud Challenges

With the growth of Cloud Computing and the popularity that has gained, new
challenges and issues have to be faced, many interesting problems and obstacles are
regularly being posed to the cloud community and practitioners.

Like any new technology, there is no clear definition and intelligible concepts, so that
both actual consumers and new consumers may be uncomfortable about some issues
like security, costing model, maturity... etc which makes the use or the transformation

to the cloud may seem ambiguous. The following are some major issues:

1.9.0.1 Cloud Security

Based on a survey conducted in 2008 [25][31], and based on a second survey
conducted by Morgan Stanley research [32], Securing the cloud and data security,
ranks at the top of the list of Cloud Computing challenges.

The survey conducted by Morgan Stanley research 2011 [32] show that 43%
of respondents in the conversations with industry participants (companies), cited
security as one of the top three obstacles to cloud converting. This is a logical fear,
moving to a public cloud means move and store sensitive data, run private software,
put all major company’s activities on the infrastructure of someone else, and that
makes companies more careful about the cloud environment, especially they have
less control over security which is the responsibility of the providers.

(Security is not just secure cloud from Hackers and Malicious but security can include

data protections ex: data backup in hardware damage, Availability, Scalability...)
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1.9.0.2 Cost management

As we know the Cloud Computing can significantly reduce infrastructure cost,
software, management, and maintenance fees. In addition, Cloud Computing use the
pay-as-you-go models which means customer pay only for what he uses (computing
resources). However charging model of Cloud Computing Considered as a big issue
of cloud and as the second most troubling obstacle for moving workloads to the cloud
[32], because of the on-demand and auto-scaling nature of Cloud Computing services
and the pricing model that is based on CPU cycles, network traffic, and storage
volumes, make it sometimes difficult to define and predict costs and the estimation
of the real financial benefits, this uncertain cost and benefits makes companies unsure
about Cloud Computing finance.

On the other side providers are overburdened by this problem, they faced a big
challenge and they make a massive effort to keep cloud costs in check by conducting
better financial analytic, reporting, and articles, develop programs and calculators

for cost calculation and better benefits estimation.

1.9.0.3 Other Issues

Performance : when companies move their core business to a cloud or a third
party vendor, their business performance starts to depend on the provider as well,
which make performance one of the main challenges of Cloud Computing, providers
should always meet the basic expectations, like availability, auto-scale, less down-

time...

Migration : Another big challenge of Cloud Computing is migration. is the
process of moving data and software from on-premise infrastructure to cloud or
from a cloud to another one, companies faced many problems and difficulties like

complicated techniques problems, Slow data migrations, Failure risks... etc
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1.10 Cloud Computing Platforms

In this section we present the biggest three platforms in the field of Cloud Com-
puting:

1.10.1 Amazon Web Services AWS

Amazon Web Services (AWS) is a subsidiary of Amazon is the world’s most inclu-
sive and large adopted cloud platform it is considered an early leader in the market
for cloud infrastructure, offering over 200 products and fully featured services from
data centers globally, including computing, networking, storage, databases, analyt-
ics, and application services in the form of web services. AWS platform provides a
variety of basic abstract infrastructure, distributed computing building blocks, and
tools. AWS provides infrastructure as a service, platform as a service, and hosts
private Cloud Computing. Some of AWS products: Amazon EC2,AWS Lambda,
DynamoDB...etc
AWS began offering IT infrastructure services to businesses In 2006. Today, Amazon
Web Services provides a highly reliable, scalable, low-cost infrastructure platform in
the cloud that powers hundreds of thousands of businesses in 190 countries around
the globe, it is considered the most profitable technical technology company in the
world. wherein Q4 of 2020 AWS continuing to capitalize on its position as the leader
in Cloud Computing market with 32-34% [33], exceeding its two largest competi-
tors, Microsoft and Google, exceeding even the combined market share of these two

competitors.

1.10.2 Microsoft Azure

Microsoft Azure or Azure is a private and public Cloud Computing platform
offered by Microsoft to develop, deploy, and manage applications with different pro-
gramming languages, Azure provides a range of cloud services including compute,
analytics, storage, and networking with different models Software as a Service (SaaS),

platform as a service (PaaS) and infrastructure as a service (IaaS).

Page 37



38 CHAPTER 1. CLOUD COMPUTING FUNDAMENTALS

Azure was announced at Microsoft’s Professional Developers Conference (PDC) in
October 2008.

1.10.3 Google Cloud Platform GCP

GCP is provided by Google, is a collection of Cloud Computing services and
resources including computing, data storage, data analytics, APIs, and machine
learning. Those services and infrastructure are the same that Google uses internally
for its end-user and products, like YouTube, Gmail, Google Search... etc. GCP
provides various environments and models like infrastructure as a service, platform
as a service, and serverless computing. The beginning of the Google Cloud Platform
was in April 2008 with the release of the first Cloud Computing service from Google
the App Engine, a platform as a service to develop and host web applications in
Google data centers, since this announcement Google added many cloud services and
products, today there are over 100 products available on the platform like Compute

Engine, Cloud Functions, VMware engine...etc

1.11 Summary

In this chapter, we explored the standard definition of Cloud Computing with its
characteristics, as well as introduced Cloud Computing Architecture and its service
models, deployment models, and roles of its actors. we also discussed the timeline of
Cloud Computing, when and why the concept of the cloud was created, add to that
we talk about some key components that help the cloud arises and some challenges
that we must deal with it. Cloud Computing has successfully changed the way that
consumers use information technology resources, also changed the form that these
resources are delivered, instead of buying and managing physical hardware Cloud
Computing offer on-demand delivery of IT resources including computing power,
storage, databases, and software. Organizations of every type, size, or individual
can access these technology services over the Internet, on an as-needed basis with a

pay-as-you-go pricing model.
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Chapter 2

Software as Service Model

2.1 Overview

In this chapter we will discuss the Software as a Service (SaaS) model, it is a
main model of Cloud Computing, we see what exactly the SaaS model is, we will
talk about SaaS application architectures, developments, and deployments models,

we also compare SaaS with other similar models and see the major differences.

2.2 Introduction

Traditionally software and applications are installed and used locally on the user’s
infrastructure, the user is responsible for providing the necessary equipment, man-
age and maintain it, update and upgrade applications. However in recent years, the
progress and the features that are presented by Cloud Computing are growing the
interest in cloud technologies, this significant attention to Cloud Computing capa-
bilities, makes communities think about the way that they are dealing with software

and information technology resources in general.

From its name, Software as a Service refers to the model of delivery software in

the form of a service, precisely SaaS is a cloud-based and web-based software de-
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livered through the internet, usually accessed via a thin program such as a browser
that runs on local client’s devices. These software or applications are developed and
hosted by a service provider, using the Cloud Computing paradigm, the provider is
responsible for all tasks that make the service available on-demand for multiple users.
By purchasing a monthly or yearly subscription, organizations and individuals can
use software needed online rather than installed on local computers and without the

need to invest and maintain the infrastructure or update and manage the software.

In the early 2000s, the first generation of SaaS applications was simple and in-
flexible, designed to solve small tasks and single business problem, but with the
development of related technologies such as infrastructure, networks, web 2.0... etc,
SaaS has evolved significantly.

Today, although most people don’t recognize it, SaaS applications are more com-
monly used than they actually think and is probably the most used type of cloud
services, SaaS is everywhere, from web-based email services such as Gmail, Hot-
mail or text editors like Word, Google doc or file hosting service like Dropbox to
even must sophisticated applications like enterprise applications, such as relation-
ship management (CRM), enterprise resource planning (ERP) and Image Processing

like Photoshop and Canva.

Software as a Service model gain more and more popularity, because of its business
benefits and capabilities that fulfill needs whether the consumer is a big organization,
startup, or just individuals, in addition to that, the SaaS market is on the rise,
according to Gartner report, SaaS remains the largest market segment and is forecast
to reach $122.6 billion in 2021.

2.3 Architecture of SaaS Applications :

SaaS architecture is divided into levels base on the maturity aspect, many mod-
els are proposed to define the levels or 'maturity ’of SaaS applications. The most

cited SaaS maturity model is the model proposed by Microsoft, which is a sort of
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incremental development model through integration between functional features, is
classified SaaS architecture into one of four maturity levels along with three at-
tributes: scalability, multi-tenancy, and configurability. Each level is distinguished

from the previous one by the addition of one of these three attributes. [34] [35]

2.3.1 Level 1 — The Ad-Hoc/Custom

Ad-hoc or custom level is the first level of maturity, at this level, every customer
(tenant) is provided a unique, customized version of the hosted application, the ap-
plication runs its instance on the host’s servers. this is the only way to support
multiple tenants and it can be highly customized to client needs but customized by
writing custom code, not through configuration and without scalability and multi-
tenancy aspect, even though the software is technically delivered as a service. This
level is useful when migrating from or converting an existing client-server or a tradi-
tional non-networked application, also this level is the least development efforts and
reduced cost-effective [34] [36, [35].

2.3.2 Level 2 — Configurable

At this level, instead of customized by writing custom code, the application can
be customized by changing its configuration and each customer can use separate
instances of the same application, but it is still not scalable and cannot support multi-
tenancy. This is done by configuring unique metadata, which helps cloud provider
recognize the different users and their specific needs, because of that maintain and

update the common codebases are made easy and simple for the users [34, [36, [35].

2.3.3 Level 3 — Configurable Multi-Tenant-Efficient

This level includes multi-tenancy concepts, which means that a single application
instance can serve multiple customers, a customer can customize the same shared
instance through a self-service tool. This level is limited in its ability to scale mas-

sively, it can be scaled up but only by moving it to a more powerful server, which
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isn’t cost-effective. Still, the inefficient need for server space to accommodate many
instances is eliminated and costs can be greatly reduced compared with level 2 of
the SaaS maturity model [34] 136, [35], 37].

2.3.4 Level 4 — Scalable, Configurable, and Multi-Tenant-
Efficient

The final maturity level adds scalability to configurability and multi-tenancy of
level 3, all key attributes are available, this level allows the creation of new instances,
adds them to a dynamic pool of instances and run it in the hundreds or even thou-
sands of servers with the help of with a load balancer, dynamically increased or
decreased to match load demand by adding or removing servers which maximize the
infrastructure use [34} 36, 35, [37].

One more key attribute, which may be used in SaaS architectures, is Virtualiza-
tion which replaces multi-tenant attribute. The advantage of adding up Virtualiza-
tion over multi-tenant application in the architecture is that the system’s capacity
can be increased with no further programming. If both attributes are present, SaaS

provides greater flexibility for tuning the system for best performance [36].

2.4 Multi-Tenancy Architecture

2.4.1 Multi-Tenancy Concept

Multi-tenancy concept or many tenants sharing the same resources is funda-
mental to Cloud Computing and it is a defining characteristic of SaaS applications
[3]. Multi-tenancy is an architectural approach defined as a single instance of the
software running on the vendor’s servers, serving multiple tenants (users). With a
multi-tenant architecture, a software application is designed to virtually partition its
data and configuration, so that each tenant works with a customized virtual appli-

cation instance, tenants use and customize an application as though they each have
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a separate instance, their data and customization remain secure and isolated from
the activity of all other tenants [38], 39].

Multi-tenancy has a tremendous impact on SaaS applications it decreases the cost
of application delivery, allow for highly scalable, makes only one set of hardware re-
sources adequate to meet the needs of all users, administration can efficiently manage
only one stack of software and hardware, and developers can build and support a
single code base on just one platform (operating system, database, etc.) rather than
many. Not only for the application provider multi-tenancy also provides interesting
benefits to the tenant it securely saves and isolates data from other tenants, improves
software quality, makes the user feel that he uses the software lonely, facilitate collab-

oration by allows any user of any application varied access to specific sets of data.[3§]

2.4.2 Achieving Multi-Tenancy

There are three different methods for achieving multi-tenancy: using a database,
using Virtualization, or through physical separation [40)].
Multi-tenancy via physical separation is rarely used because it relies on giving each
tenant his own dedicated hardware resources. Second Virtualization, as we explain
in the Cloud Computing section Virtualization is a technology for achieving multi-
tenancy, however, achieving Multi-tenancy by Virtualization is more used for in-
frastructure sharing or infrastructure as a service (IaaS) platforms. In the case of
Software as a Service (SaaS), multi-tenancy is almost always achieved via a database

and configuration, with isolation provided at the application layer [40].

2.4.3 Configuration and Metadata-Driven

Multi-tenancy is practical only when it can support applications that are reliable,
customizable, upgradeable, secure, and fast[40]. Software Architects Microsoft and
Salesforce.com have said that metadata driven architectures are the core logic that

gets applied within multi-tenant SaaS applications [39).
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Figure 2.1 — A multi-tenant application environment

As shown in Figure 2.2, this model consists of a polymorphic application on the
front end, a runtime engine to generate tenant specific Ul page in runtime from the
metadata according to his customization, a shared database contains metadata of
each tenant customization, common metadata that describes the base functionality
of the application and data of all tenants. In this architecture, there is a clear
separation of the compiled run-time engine (kernel), application data, the metadata
of an application, and the metadata that corresponds to each tenant’s data and

customization [3§].
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Figure 2.2 — Salesforce.com’s metadata-driven architecture

2.4.4 Database Modeling

There are three approaches to managing multi-tenant data in SaaS application

[A1]

2.4.4.1 Separate Databases :

Storing tenant data in separate databases is the simplest approach to data iso-
lation. application code is generally shared between all the tenants on a server, but
each tenant has its own set of data that remains logically isolated from data that
belongs to all other tenants. Metadata associates each database with the correct
tenant, and database security prevents any tenant from accidentally or maliciously

accessing other tenants’ data, Giving each tenant its own database makes it easy to
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extend the application’s data model, this approach tends to lead to higher costs for
maintaining equipment and backing up tenant data. Hardware costs are also higher

than they are under alternative approaches.

AR

Tenant Tenant Tenant
132 680 4711

Figure 2.3 — This approach uses a different database for each tenant

2.4.4.2 Shared Database, Separate Schemas:

In this approach, tenants share the database, but the schema is different for each
tenant. This approach is applicable for data separation and sharing databases, this

approach is also known as the semi-multi- tenancy approach [3].

Database
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| ] | | | ]
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Figure 2.4 — In this approach each tenant has its own separate set of tables in a
common database
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2.4.4.3 Shared Database, Shared Schema

This third approach involves using the same database and the same set of tables
to host multiple tenants’ data. A given table or (document in NoSQL database)
can include records from multiple tenants stored in any order, A tenant ID column
associates every record with the appropriate tenant. This one is a highly preferred

approach and called as pure-multi- tenancy approach[3].

TenantID l CustName |Address .r/
4 TenantlD | ProductID |ProductNarrv

1 4 TenantlD | Shipment | Date 4
6l 1] 4711 324965 | 2006-02-21 ¢
46132 | 115468 | 2006-04-08 )
| 4) 680 | 654109 | 2006-03-27
a2 324956 | 2006-02-23"

Figure 2.5 — In this approach each tenant has its own separate set of tables in a
common database

2.5 SaaS Development and Deployment

SaaS applications are computer software, SaaS can be developed following dif-
ferent development pattern and models like others software, However SaaS model
is different from other models, there are many concepts and technical matters must

take into consideration.

2.5.1 Three-tier Model

SaaS applications follow the client-server pattern, in which a client makes requests
and a server responds to the requests of many clients, A SaaS server generally follows
the three-tier model pattern, which separates the responsibilities of different SaaS
server components and enables horizontal scaling to accommodate millions of users
Three-tier architecture is a client-server software architecture pattern shown figure

in which the user interface (presentation), functional process logic ("business rules"),
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computer data storage and data access are developed and maintained as independent

modules, most often on separate platforms [42].

ﬁﬂer Model \
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Presentation Software: Apache, NGINX, IS
Business & Data Access Logic

Language: HTML, JavaScript, AngularJS
IH'I'I’P
. . ftware: JBoss, WeblLogic, Tomcat
Apphcau on Language: Java, C#, Ruby, Python J2EE,

[EJB , ASP. Net. JSP, Serviet
IJDBC
Data Layer

Database Software: DB2, Oracle, MongoDE

Type: RDBMS, NOSQL, In-Memaory, Time
Series, Graph

3-Tier Architecture Model

Figure 2.6 — 3 three-tier architecture model

2.5.2 Service Oriented Architecture

Development of SaaS architectures can be done following SOA style, SOA requires
loose coupling of services, which requires extensive planning and analysis to be done
by the software architect to ensure the right SOA components and constructs to get

a high degree of performance, scalability, and security [39].

2.5.3 Microservices

In the case of large and complex SaaS applications, the 3-tier model may need
to update and modify. Microservices are an architectural style that structures the
application as a collection of services. Each service can be written in a different
programming language and tested separately. They are independently deployable

and organized around business capabilities. As we mention SaaS applications are a
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group of services and data decoupled from each other and the core application. So
that Microservices is one of the best choices to develop and deploy a complex SaaS

application.

One of the best choices for creating and running microservices applications is
by using containers. Containers encapsulate a lightweight Virtualization runtime
environment for SaaS applications and allow to move the application from the devel-
oper’s desktop to production deployment. Containers present a consistent software
environment, and the developer can encapsulate all dependencies of the application
as a deployable unit.

To manage containers developers use an open-source platform named Kubernetes
(Kube), Kube is a container orchestration platform for scheduling and automating

the deployment, management, and scaling of containerized applications. [43]
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Figure 2.7 — Sample Microservices architecture

2.5.4 Serverless

Another option available to develop and deploy SaaS applications is Serverless,
Serverless is a new way for the development and deployment of cloud applications, is a

Cloud Computing execution model where developers don’t need to manage the infras-
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tructures, servers, or anything besides the final application code, the provider only
focus on the application code and develop new features and functionality, Serverless
is usually Event-driven means it runs code on-demand only, typically in a stateless
container, generally called cloud functions or Function as a service (FaaS), on a per-
request basis, automatically scale up and down as needed and load balancing without

the interaction of the developers [44].

Serverless characteristics: [45]

— The serverless model requires no management and operation of infrastructure,
giving developers more time to optimize code and develop innovative new fea-

tures and functionalities.

— Serverless computing runs code on-demand only, typically in a stateless con-
tainer, on a per-request basis, and scales transparently with the number of

requests being served.

— Serverless computing enables end users to pay only for resources being used,
never paying for idle capacity.

— It enables developers to focus on code, not infrastructure. (It’s also a polyglot
environment, enabling developers to code in any language or framework - Java,

Python, node.js - with which they’re comfortable.)

2.6 SaaS Applications Versus Similar Models

SaaS applications are cloud applications, so that each one must have Cloud Com-
puting standards and characteristics discussed in the Cloud Computing character-
istics section in the previous chapter. However, in some cases, we can’t recognize
other similar models if they are SaaS or not, following some points of difference that

help distinguish SaaS applications from other models:
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2.6.0.1 SaaS vs on-promise

On-promise software refers to traditional software that is installed locally, on
user computers or servers, On-premise software provider sells a licensed copy of
the software to the customer, to run the software, the customer need to manage
and maintain the infrastructure such as hardware, networks... etc, and usually, he
updates and upgrades software manually, On-premise is the easier model that we can
distinguish it from SaaS is completely the opposite of SaaS, SaaS applications are
hosted by the provider and run on his infrastructure, not on the client infrastructure,
the user only needs a thin application like browser and pay for a subscription or just

login to use the application.

2.6.0.2 SaaS vs ASP

An application service provider (ASP) is a business providing computer-based
services to customers over a network, such as access to a particular software appli-
cation that resides on the vendor’s system and is accessed by users through a web
browser, or by special purpose client software provided by the vendor[46].

From ASP definition we can see the similarity between ASP and SaaS, However SaaS

model have advantage and different points such as:

— Usability: ASP applications are difficult to use where a customized version of
an already complex system requires a lot of training and orientation, but SaaS
Usability is easy where Internet-based SaaS applications bank on their intuitive

usability and claim that users can start using the system within no time [47].

— Implementation Time: for the ASP model, to install and customize a com-
mercial application, built by some other company, may take too long time
and Lengthy cycle, for SaaS applications are Availability for all paid customers
on-demand [47].

Page 51



52 CHAPTER 2. SOFTWARE AS SERVICE MODEL

2.6.0.3 SaaS vs Web Application

A web application is application software that runs on a web server, accessed by
the user through a web browser with an active network connection, as we mention
before SaaS applications are web-based applications, but not all web applications are
SaaS, in some cases it hard to differentiate between SaaS and traditional web app,

following some differences between this two models:

— Hosting: The fundamental difference between cloud applications and web ap-
plications is hosting. SaaS applications are hosted in a cloud environment, in
multiple data centers around the world, while other web applications are hosted
in single data centers or in a server. which makes Web applications limited by

availability and scalability.

— Type of application: SaaS is complete software delivered over the internet,
while the web application is simple requests and responses between a server

and a client, like wikis applications or some eCommerce applications [48].

2.7 Summary

Software-as-a-service (SaaS) is one of three principal components of Cloud Com-
puting, is a new delivery model where users access the software via a Web browser,
software and associated data are hosted and running in a cloud environment, SaaS
applications have the same characteristics of Cloud Computing, like high scalable,
availability, accessed through the internet... etc. SaaS architecture is divided into
four levels base on the maturity aspect, each level is distinguished from the previous
one by the addition of one of three attributes: scalability, multi-tenancy, and con-
figurability. The metadata and multi-tenant are fundamentals components in SaaS

architectures.
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Online Collaboration For Students

3.1 Overview

In this chapter we will talk about Online collaboration, we will define it, present
some principles and factors that play an important role in effective and successful
collaboration among students and explain models of online communication, also we
will introduce popular tools, some platforms, and applications used to collaborate
online.

In this chapter you will notice that we use the term "online collaboration" and we
talk about online collaboration in general. However, in research process, we don’t
find any difference between online collaboration for students or for others, in general

definitions, rules, and characteristics of online collaboration are the same in all fields.

3.2 Introduction

Teamwork and collaboration with others have become key instructional among
education strategies. Online Collaboration is one of the best ways to achieve high
quality learning experiences. Work with a collaborative group can help the learner
improve his social skills, develop the way of thinking, and absorb more knowledge.

Recently with massive progress of technologies especially the WEB, has changed the
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way that students learn and interact with the education environment[49] [50].

Education is becoming increasingly collaborative. Today teachers and students can
skip time and space constraints of learning by moving an important part of the
process to online collaboration, students and instructors can communicate, share
documents, solve problems and work together on their projects from anywhere at

any time [51].

Furthermore, online collaboration and the ability to work as part of a team from
distance is becoming more important to the advancement of knowledge, success as
a student, and even as a future employee since collaborating and learning using
technology is a required skill for today’s jobs [50].

Many tools are available and full of features that make online collaboration possible,

easy to use, and almost with same as face-to-face collaboration.

3.3 Definitions

3.3.1 Collaboration

Collaboration is defined as "an activity that is undertaken by equal partners
who work jointly on the same problem rather than on different components of the
problem "[52]. Also, Collaboration can be defined as the interdependence of the
group participants as they share unique ideas and experiences. The result is better
than any one of the individuals could have obtained by working alone. The group
members all work on the whole problem, and the individual contributions of the

participants often cannot be clearly separated in the final project [49)].

3.3.2 Online Collaboration

Online Collaboration or Digital collaboration is groups of two or more individuals
work together to learn or to achieve a goal, from distance, using digital technologies

and the Internet.
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3.4 Students Collaboration Principles

Not each group work together is collaboration, working effectively and efficiently
as a team especially online is not that easy so that many principles that must be the
foundation of in any collaborative group, Stephen b Richard [53], identified several
principles and practices that impact collaborative processes, following some major

principles of collaboration:

3.4.1 Working Together

The obvious principle of collaboration is that each member of the group must
work with other members. In the collaboration concept, this principle may seem
axiomatic, but it may be broken very easily, if two students work on the same project
but they disagree about the roles or the goals of the team, this may leads the group
down the wrong path, and makes members work against one another rather than

work together, individuals must work for the group and not for the personal interest.

3.4.2 Identifying a Group Goal

The first purpose of creating a collaborative group is to work together to achieve
a common goal, this should be the first consideration for a collaboration to be suc-

cessful, individuals must specify and agree on group goals.

3.4.3 Equal Participation

For a group to be collaborative, all the members of the group need to do the
same amount of work and effort, for example, some students when they work in a
group they may do less effort and show less motivation to participate, the unequal

contribution from members will affect the team spirit and collaboration process.
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3.4.4 Responsibility and interdependence

Each collaborative group must share responsibilities and divide tasks between
members, this gives each individual a sense of importance and emphasizes and en-
courages to take responsibility, another factor is interdependence, interdependence
influences the individual behavior and outcomes of the group. It makes each mem-
ber focus on his roles and tasks without extra thinking about the rest parts of the
project. Take responsibility and interdependence are two complementary principles
that make members search for learning and not for obstructing or ignoring each
other.

3.4.5 Communication

The core of any collaboration is communication, especially in online collaboration,
researches found that traditional teams tend to communicate more effectively than
virtual teams, members of an online collaborative group must focus on effective
communication with the necessary canals, communication helps to connect with
one another, share opportunities and resources, exchange meaningful information,
build relationships, create group culture, and the more important thing is to get job
done[49] 53], [54].

3.5 Factors of a Successful Online Collaboration

A group of people works together doesn’t mean that the collaboration will suc-
ceed, in addition to principles in the previous section that define the basis of col-
laboration, many factors, and considerations play an important role to collaborate
successfully, Ingerm et all [49] describe some factors that may prompt and optimize

online collaboration or inhibit it:
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3.5.1 The Right Technology For The Task

A project can be divided into small, different tasks, each task needs to use the
appropriate technology and the right treatment. There are two models of commu-
nication in the online collaboration context (we will cover them in the next section)
that can affect the treatment of the task, some tasks need to get done in real-time
communication, which means that those involved with this task should work together
at the same time, like using videoconferencing or chat rooms, usually these type of
task need to make the right decisions from too many ideas. Another type of task
needs to be done in asynchronous time, where those involved with this task should
take enough time to solve problems or read and study the messages before they re-

spond, tools like email can be useful in this case

Another factor that can affect the quality of online collaboration, is technologies
and tools available to all members of the group, individuals with slow computers and
internet connections can obstruct the process of communication, even some Text-
only communication may lose vital information and may not allow participants to
effectively work together, in this case, more developed tools like video conference
or real-time document editors will be a mandatory choice, so that the right choice

among those technologies and models can improve or deteriorate the results.

3.5.2 Group Size

The size of the group in online collaborative situations is influential, the size
of the group must be varied according to the project and to the goals of the group,
even in big projects divide the large group into small teams will be the right decision,
because in large groups members may feel less responsible, moreover research show
that social loafing and the size of the group is directly correlated, groups should
be small enough to allow the contribution of every member to be noticed by the

instructor and the group [55].
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3.5.3 Individual accountability

An important factor is accountability, which means that every member should
bears the consequences of his performance or actions. Also, it is important for all
members to feel that they are providing a unique and visible contribution to the
group effort, this feature can be more clear in online collaborations, a member can
notices contributions of the other members at any time, he can compare his work with
others and so that he can improve his work and try to learn more. Members need
to notice that their contributions: will be noticed by other members and is valuable
to the outcome of the group. These points can benefit individuals and groups as a

result.

3.6 Computer-Mediated Communication

Basically, online collaboration is online communication between individuals of a
group. When we talk about online communication we must talk about Computer-
Mediated Communication (CMC). CMC is a process of human communication via
computers, involving people, situated in particular contexts, engaging in processes

to shape media for a variety of purposes [56].

CMC can be divided into two modes: synchronous CMC and asynchronous CMC,
these different types of CMC support different types of communication and mode of

work so that they have different implications for online collaboration [49].

3.6.1 Synchronous CMC

Synchronous CMC refers to the communication that happens in real-time, this
means that all parties are engaged in the communication together at the same time
(live) and it occurs almost instantly, like a videoconferencing, a phone call, direct

chat rooms... etc
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3.6.2 Asynchronous CMC

Asynchronous CMC is communications that does not happen in real-time. This
means that not require the simultaneous interaction of individuals, they are inde-
pendent of time and space. In this case, the sender might not receive a response
immediately from the receiver after sending the message, the receiver takes his time
to analyze and treats the information before he sends back a response. example

about this mode: email, commenting in a blog post, write a review or feedback.

3.7 Cloud Collaboration

Cloud collaboration refers to cloud-based applications that enable collaboration
to take place on a virtual dimension, regardless of time and location by allowing
students to share documents and files, communicate, manage their projects, and

real-time working [57].

Online collaboration is only partially enabled by the underlying concept of Cloud
Computing. Online collaboration tools must have some characteristics and specific
capabilities to enable teams to work comfortably and effectively, basically capabil-
ities like availability, less downtime, high performance, and unlimited scale. Since
online collaboration tools are web-based applications, there is no way best than the
way of Cloud Computing to develop and host applications. Cloud Computing is the
best choice to provide all functionalities and capabilities to fulfill all needs of any

high quality application [2].

Before Cloud Computing, most of the online collaboration tools were limited to
basic methods and functionalities, but the migration to Cloud Computing environ-
ments led to more progress in the online collaboration field and allow to create more
rich applications, with almost all features and functionalists needed. Today almost
all online collaboration applications are Software as a Service based applications, like
Dropbox, Google Docs, Zoom, Office 365... etc.
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3.8 Different Types of Online Collaboration Tools

The development of cloud, web 2.0, and related technologies allow to develop
many applications with rich functionalities in all life sections, online collaboration is
one of the fields that know many new tools that enable more coordinated workflow
by providing a unified collaborative platform for team discussion, file sharing, online
storage, document editors, task assignments, and real-time project management,
there are various types of tools each one has different functionalities and ways of

communicating, following some types of tools used to collaborate online:

3.8.1 Early Generations Tools

Early generation tools for online collaboration represented in email, wiki and
blogs [58], email is a method of exchanging messages ("mail") between people using
electronic devices, email is an old technology used in early computers, it is a default
tool to cooperate and online collaborate of the past. Even today, email is still the

basic tool for collaboration in both academic and industry fields.

Wiki is another early collaboration tool especially for students, A wiki is a collab-
orative tool that allows students to contribute and modify one or more pages of course
related materials. Wikis are collaborative and facilitate community-building within
a course. Essentially, a wiki is a web page with an open-editing system. However,
wikis are not full-scale collaboration tools and they have a very low barrier to entry.
They are based on free or cheap software that can be managed behind the corporate
firewall so they don’t suffer from the same security concerns that management may

worry about with online [59].
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3.8.2 Project Management Tools

Project Management Tool is a combination of various features and functionalities
including scheduling, information and file sharing, messaging, tasks assigning, docu-
ment editing.. etc, all in one application for collaborative work, it helps to manage
projects and knowledge, track team productivity and tasks progress, communicate

with members, and organize workflow.

Project Management is one of the best tools for online collaboration for stu-
dents because in general students lack experience in running projects and organizing
groups, especially online, so that they need solid tools to manage projects and in-
crease team effectiveness. Almost all PM platforms have all needs of a student in
one place, from messaging, documents sharing to task assigning, to-do list, calen-
dar.. etc, also PMs help team members work smarter and track all tasks progress

and schedules.

3.8.3 Video Conferencing Tools

Video Conferencing is the tool for the transmission and reception of video and
audio signals by users in different locations, for communication. This technology
allows multiple people to meet and collaborate face to face long distances in different
cities or even different countries by transmitting audio, video, text, and presentations
in real-time through the internet [60].

Video Conferencing is synchronous CMC mode, it is a very effective tool for collab-
oration not only for education but for all academic and industry sectors, it is widely
used by the biggest companies to collaborate and for their core business activities,
it is used even by international organizations and governments especially in crisis
periods like COVID-19 pandemic.

Students can use this tool to collaborate on the better way with each other or with
teachers for their studies in general, an important feature available in almost all
Video Conferencing applications is allowing for one-on-one chat conferences or with

a group of participants, it’s easy to use and available for free.
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The global video conferencing market size prove the widely use and its effectiveness,
the market is expected to grow from USD 9.2 billion in 2021 to USD 22.5 billion by
2026 [61].

3.8.4 Social Media

Even though social media websites are very distracting, especially for young peo-
ple and students, it stays the easier way to communicate and collaborate if it well
used. a feature like Facebook groups is a very effective way for students to collaborate

online.

3.9 Online Collaboration Platforms

There are numerous websites and applications for online collaboration available
on the internet, for free or paid versions, each product has many features that can

help students collaborate at ease, here is some popular applications and platforms:

3.9.1 Google Workspace for Education

Google Workspace is a suite of Cloud Computing SaaS applications and tools
for productivity and collaboration all in one place with a single account, all these
applications are developed by Google and hosted in Google cloud one of the biggest
Cloud Computing in the world, Google Workspace includes across apps like Gmail,
Chat, Calendar, Drive, Docs, Sheets, Meet and more, it provides all kind of tools
for online collaboration like email, videoconferencing, documents editing and shar-
ing, file storage, chat... etc. Google Workspace for education, previously known as
G Suite for Education, offers flexible tools so students can better collaborate and

create safe learning environments.

Because moving from tools to another one can make communication and projects
organization a hard task, Google Workspace helps students to centralized all ap-

plications needed to collaborate just in one platform, Google workspace apps are
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developed by google the largest tech company this means high quality product and
best user experience, also apps are hosted in google cloud which makes it available

at any time and scalable. Following some Google workspace application [62, [63]:

3.9.1.1 Docs

Google docs is an online text editor is a smart editing and styling tool helps
user format text and paragraphs, hundreds of fonts are available, add links, images,
drawings.. etc, using Google Docs everyone on the team can write, edit text files
and work together in the same document at the same time, comment and chat about
the document, also users can share documents with anyone with a direct link, docs
provide all functionalities to not worry about file formats, user can convert Word files
to Google Docs and vice versa and many more features, google docs is a powerful
tool for students for online documents editing and sharing available for free on the

internet.

3.9.1.2 Chat

Google chat is a 1:1 and group messaging, it allows for direct messages and group
conversations, Google Chat helps teams collaborate fluidly and efficiently from any-
where. it very easy to create dedicated virtual rooms for teams conversations to keep
projects organized and on track. Shared chat including threaded conversations plus
shared files and tasks like Google Docs. Also, Google Chat supports external users,
28 languages, and 8,000 members per room and it makes communication between
groups members flow very smoothly. with many features like easily find past con-
versations or files with Google’s powerful search. Google Chat simply helps students

get more done and faster.

3.9.1.3 Jamboard

Jamboard is a virtual whiteboard, a team member can sketch his ideas while
benefiting from the access and connectivity of an interactive canvas, on mobile, or

right from a web browser. Drop images, add notes and pull assets directly from the
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web while collaborating with other team members from anywhere. It saves work to
the cloud automatically, uses the easy-to-read handwriting and shapes recognition
tool, and draws with a stylus or with a finger, just like a real whiteboard. Jamboard
unlocks students team’s creative potential with real-time co-authoring. Experience
unhindered productivity, whether the team is in the same room using multiple Jam-
boards, or across the world using the Jamboard app on mobile. Jamboard helps
students to collaborate in brainstorm cases and sketch ideas, pull in work from Docs,

Sheets, and Slides, even add photos stored in Drive.

3.9.2 Zoom

Zoom 1is a collaborative, cloud-based videoconferencing service offering features
including video telephony, online meetings, group messaging services, and secure

recording of sessions [64].

Zoom simplified video conferencing and messaging across any device PC, Tablet,
and Phone, it supports HD video and audio meetings with up to 1000 video par-
ticipants and 49 videos on screen. Zoom is a powerful app for collaboration, where
multiple participants can share their screens simultaneously and co-annotate for a
more interactive meeting, Chat with groups, searchable history, integrated file shar-
ing are available.

Zoom is a preferred method for collaboration compared to other videoconferencing

platforms. it is easy to use with the best user experience. [64]

3.9.3 Slack

Slack is a popular collaboration tool that can be used on both desktop and mobile
devices, is a messaging app for business that connects people to the information they
need. By bringing people together to work as one unified team, Slack transforms the

way teams communicate.
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Slack is a popular app for online collaboration among students because of the way
that it structures the blogs and posts and the way of communication and interaction
of users with each other, it organizes chats into channels, say, for a specific project,
department, company, topic.. etc.

This tool stands out from the crowd, its support for voice and video calling
through its desktop or mobile app or website, allowing for more direct contact when
needed. There’s even your space inside the app, where you can draft messages, list
your to-dos, or keep links. Slack supports asynchronous work when work is organized
in channels. In Slack, everyone in a team has access to the same shared and searchable
information. When teams work together in channels, information can be shared with

everyone at once, helping keep teams stay aligned and make decisions more quickly.

3.10 Advantages of Online Collaboration

Online collaboration is rising and it is becoming more and more approved and
accepted as a method of work especially in the education sector, and it is a high
demand skill for many jobs, online collaboration has many benefits for students

following advantages of it:

— The Ability to use online collaboration technologies is a valuable skill for stu-
dents for future jobs, online collaboration technologies are considered as one of

the most important skills required for future jobs[50].

— An online collaborative learning environment can positively affect student’s
performance on problem solving and complete projects. Researches suggested
that computer-mediated collaborative groups had positive attitudes toward
learning collaboratively and performed significantly better than participants

who worked alone [51].

— Online collaboration leads to higher academic achievement, improved relation-
ships, and better social skills [49].

— Online collaboration allows students to work even with international students

not just with local colleagues, this can open new opportunities to students,
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gain more knowledge, and learn about different cultures and people [50].

— Help students organize their project and save their documents, easy access to

information from anywhere at anytime.

— The ability to learn and complete projects from outside schools and universities

and outside work time

— Allow students to communicate better and help each others

3.11 Challenges and Issues

It’s important to be aware that online collaboration will not necessarily solve or
improves issues of communication and learning in student teams, as we mentioned
early, many factors play an important role in effective work, moreover online collabo-
ration as a method has limitations in some cases, and probably will not work. These

some challenges and issues of online collaboration:

— Discipline: online collaboration can make some students lose discipline that
they may have in classes or face-to-face work. this can delay the project’s

deadlines and not achieving goals.

— Students do not contribute equally: A big challenge for online collab-
oration is the equal contribution, because of the first issue ’discipline’, some
students can contribute more then others and this can negatively affects the

benefits of collaboration and learning in a group [65]

— Finding a mutually suitable time to work together : Online collabora-
tion allow students to work at anytime, so that finding the time suitable for all

group members to work together especially on synchronous tasks is a challenge

— Communication : Although online collaboration are advanced and developed
well, but communication through internet still have some limitations, students

should deal with these limitations and do more effort to stay connected. [66]

— Technical problems :Online collaboration is totally dependent on electronic

devices and software, some times technical problems can obstruct the collabo-
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ration process, like slow internet connection, low performance computers, ap-

plications with bad user experience... etc.

3.12 Summary

Online collaboration is an effective learning method, it provides a model of learn-
ing in which students are encouraged and supported to work together to create
knowledge, to explore ways to innovate, interact with a learning environment, and
communicate with others. In this chapter, we identified that any online collaboration
should be characterized by some principles and factors to be successful and for a good
outcome. With the rapid development of technologies especially Cloud Computing
many tools are developed and available for students to use very easily, we present
some platforms and applications that students can use to learn and complete their
projects. From our research about online collaboration and its tools, we found that
online collaboration is a suite of features and functionalities including real-time com-
munications, online text editors, storage and documents sharing, tasks assignment,
to-do lists, calendars... etc.

Online collaboration for students has various benefits and advantages, it increases
productivity, provides higher academic achievement, improves communications skills,

and prepares students for future jobs.
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Chapter 4

Planning and Analysis

4.1 Overview

In this chapter, we start developing our solution which is a cloud-based applica-
tion for students, to collaborate and work together online. But before diving into
the development process and like any project in any domain the first stage that must
pass by is the planning stage, we will define a roadmap and the methodology to
follow.

In this chapter, analysis is described, which involves discovering and listing both
functional and non-functional requirements and analysis of similar applications and
potential competition in general.

The analysis started with a brainstorming session, then we proposed our solution
according to our research in the online collaborations for students in chapter 3, and
based on some ideas from products that we presented in the same chapter, this will
help to outline the key points of the application, we also defined actors of the appli-
cation with the basic functionality and different authorization levels. Next, with the
help of UML we translated and presented basic use cases of the application in form

of diagrams, this will help us understand better our application.
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4.2 Software Development Methodology

Software development methodology refers to structured processes involved when
developing software. It is a procedure that organizes and structures a set of activities

to create a software product.

Software Development Life Cycle (SDLC) is the most important element in soft-
ware development, it defines different practices that are necessary to bring a project
from its initial idea to deployment and later maintenance. SDLC is a conceptual
model for software development that consists of multiple phases. Building a software
product is a process consisting of several distinct phases, each phase can be thought
of as a building block for the next phase and each phase has its own deliverables
and is bound by a specific time frame. There are different SDLC models, such as
the classic “Waterfall Model,” “Spiral”; as well as many modified Waterfall models.
Conventional software processes usually address four development phases: analysis,

design implementation, and testing/ maintenance [67].

4.3 Development Phases

There are many models that defined and structure SDLC phases, each model has
its own process division and phases but in general, all models have the same goals
and they are very similar. However, in our case, we chose basic models and phases
that fit our project and situation, following the detailed development phases that we

will pass it one by one:

4.3.1 Analysis

The first phase in our development process identifies and defines the system to be
developed. In this phase, we will brainstorm about our solution, suggestions, and the
shapes of the software to be developed. After that, we will analyze the requirements

of the software to gain a clear understanding of what is required, also we will gather
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all the specific details required for the software as well as determining functional,
non-functional requirements, and define the technical aspects of the requirement.
To understand how the software will be used, who the users will be, we will define
actors of the application, analyze the software behaviors by defining software use
cases and expected user interaction, for that we will use use-cases descriptions and
UML diagrams.

4.3.2 Design

Once the analysis phase is completed the next phase is design, in this phase
we will start building the software components, chose the right architecture that
fit cloud-based application and fit our project. Transfer ideas and requirements to
practical solutions that satisfy the requirements identified in the previous phase and
that can be used as an input to system development in the next phase. In general,
our goal in this phase is to transform the requirements into complete and detailed

system design specifications.

4.3.3 Implementation

Its development stage is the part where developers transfer diagrams, algorithms,
and textual solutions to machine language to build the application according to the
earlier design documents and outlined specifications. In this phase, we will choose
the technologies, design patterns, deploy environment, and tools that we will use in

the development process, also, we will explain some code and programming solutions.

Page 70



71 CHAPTER 4. PLANNING AND ANALYSIS

4.4 QOur Project

4.4.1 Background information

This is a SaaS-based application for students to collaborate and work together
online to get more knowledge and complete their homework, school projects, per-
sonals projects... etc, Students create, write and edit documents, organize workflow
by creating to-do lists, tasks tables, and schedules projects, communicate and share

ideas. Students access the application over the internet using a browser.

4.4.2 Purpose

The purpose of our project is to provide a tool that helps students work together
from distance, organize projects, documents, tasks and provide ways to communicate
in a learning environment.

Why our project is relevant? : Because recent decades have seen a dramatically
accelerating pace in the development and adoption of new technologies, today almost
all students are familiar with the technology. Exploit student’s technology skills and
provide a tool that helps them increase knowledge, is a good idea. in addition to the
many benefits of online collaboration for students, those tools can be very effective
especially in crises periods. Like the COVID-19 pandemic that has led to explosive
growth in student collaboration tools that play an important role to continue learning

and working with other students.

4.4.3 Intended Audience

The target audience and users of our software are the students and teachers in

different levels with basic skills of use of the technology.
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4.4.4 Scope of the Software

The scope of the project means identifies the boundaries for the project, what
the software will do and provides, and what didn’t. The software is a tool to create
and share content (text and media), structure files, documents, and projects, help
students organize their teams, communicate and facilitate working together online.
However the software is not a spreadsheet application like Excel and it doesn’t pro-
vide a service like that or do any kind of calculations, is not a storage service to store
files and documents, also it is not for daily direct messaging or communication tool

like email.

4.5 QOur solution

Based on chapter 3 and tools that we discuss, we recognize some features that
may help students collaborate online, we propose the following features and func-

tionalities:

4.5.1 Features

Text editor : The software provides a complete text editor that works on the
browser, users can create and edit content easily.
Private space : A student can work on his own space, only the owner can access
the private space.
Team space : The software provides a team space where a group of students work
together in the same place and share the same documents.
Project management : The software helps groups organize projects by assigning
tasks and define goals by creating to-do lists, also the software allows for controlling
groups by admins.
Communication : In the project space, students can communicate in different

ways, by commenting on pages or by creating posts and replies to other posts.
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4.5.2 Basic Components

Pages
Pages are the smallest components in the application, it where users do their work

(write content, notes, create to-do lists... etc), pages are classified into four types:
— Text page : is where users write and edit text content
— To-do list page : is where users create a list of tasks that they need to complete

— Tasks page : is a pages contain tables of different project’s tasks each tasks

assign
— Calendar : is a page where user schedules events and set reminders

Page comments
Is a space that exists on every page, where the user can comment and write notes
about the content of the page.
Folders
As a normal computer folder, a folder is a way to organize different files, is a storage
space, or container where the user put and classified many files like documents, text
pages, and images.
Projects space
Projects are spaces where many users can work together and share the same files, it
contains pages, folders, and a communication section.
Private space
Beside projects each user have his own private space, where he creates pages store
files.. etc, the private space can accessed only by the actual user.
Group Channels Is a space where group members communicate, a user can create
posts and share them with other members to ask for help or general questions, other
users can comment and interact with posts.

Group channels are available only in the project space.
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4.6 Software Requirements Specifications

4.6.1 Define Actors
Define actor of the application helps us specify use cases and functional require-
ments, following actors of the application:

— Normal User : It is the main actor, it is a person that uses the application,

he needs to Sign Up to get access to the app.

— Admin : It is a user that has some extra permissions in projects space, a user
can be a project admin if he is the creator or if he is added by other project
admins, set an admin actor is important because we need some organization in

project space.

— Guest : A guest is a visitor to a public page, he can only read the content
without sign-up or authentication, it’s important to allow the user to share his
content with others even if they are not users of the application. this can helps

users of the application freely work with anyone.

— Unknown : A person who wants to use the App and applies for a registration

or authentication

4.6.2 Functional Requirements
Following functional requirements classified based on actor permissions:

Unknown

— Sign in

— Sign up
Guest

— Visit and read content of a public page
User

— Page management : create, delete, rename, edit, share text page.

Page 74



75 CHAPTER 4. PLANNING AND ANALYSIS

— Folders and files management : folders (create, delete, rename), file(upload,
download, delete).

— Create projects
— Comment on a text page
— Create a posts in group’s channels
— comment on posts
Admin
— Create channels
— Add members to a group
— Delete members
— Assign tasks
— Create tasks, To-dos

4.6.3 Permissions and Rules

Each team needs a leader or a decision maker, in our application project spaces,
we need to set a superior user to control the space and its members, which may
guarantee some organization.

In a project space, only admin have permission to:
— Create task, to-do, calendar pages, create folders
— Create channels
— Add and delete members
— assign tasks
pages rules:
— Only the creator of the page can edit page if it locked
— Only the creator can delete and rename page

— User can edit other member page if it unlock
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4.6.4 Use Cases

A use case is a written description and UML diagrams of how users will perform
tasks on the application, following use cases diagrams:

Use case :Main application

Main Application

Create Project
communication
N Unknown
user

<<include>>
<<include>>

manage
rivate space ----<<j >> L
P p include>>...; authentication

admi

<<include>>

access
public pages

Guest

Project
management

Figure 4.1 — Diagram Use case : Main application
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Use case :Private space management

Private space management

create pages

delete pages

manage
pages
User
create
projects
manage
folders

file
anagemen

share pages

edit pages

create
Folder

delete
Folder

add files

w0

Figure 4.2 — Diagram Use case : Private space management
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Use case :Project Managment

Project management

User
A
create
( AT <<include>> T

and folders g :
Create i
channels !

-------------------------------- <<include>> - __..____.

Create
Project

authentication

T

1

<<include>>

Figure 4.3 — Diagram Use case : Project Managment
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Use case :User in project space

user

manage
personal pages

comment on
pages

state of
assigned task ~_/

comment on posts

User in project space
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Figure 4.4 — Diagram Use case :

User in project space
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4.6.5 Use cases textual description

For more details

we use Use case textual description tables:

Use Case
Name

Authenticate

Actors

Unknown | Guest

Preconditions | application runs properly

Basic Flow Primary Scenario

SNema

1. Actor open Sign in page

Application displays login form

Actor enter email and password

Application check the format of entered inforamation
Actor click login button

Application validate entered information

Application redirect to private space page

Secondary Scenario

A Actor click sgin up with Google button
B. Application validate account infarmation
C. Application redirect to private space page

Alternative flows and exceptions

4a.
4b.

Ha.
5h.

Ba.
Bb.

invalid information format
application show related error message

invalid user
application show related error message

invalid user
application show related error message

Postconditions | Actor authenticated

Figure 4.5 — Description table : Authenticate
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Use Case add a member to project
Name
Actors Admin

Preconditions

Actor authenticate

Basic Flow Primary Scenario

LSO AN =

admin open project settings

application show project settings page
admin click add member button

application show an input field

admin add registered email of a user
Application check the format of entered email
admin click add button

application check availability of the user
application add user to group members list

Secondary Scenario

None

Alternative flows and exceptions

Ba. invalid email format
6b. application show related error message

Sa. invalid user
8b. application show related error message

Postconditions

New member added

Figure 4.6 — Description table : Add memeber to a project
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Use Case .
Name Edit text page
Actors User

Preconditions

Actor authenticate

Basic Flow Primary Scenario

1. on pages list user click on wanted page
2. application show page with content

3. user edit content of page

4. application save changes

Secondary Scenario

MNone

Alternative flows and exceptions

4a. application can not save changes
6b. application show warning message

Postconditions

New member added

Figure 4.7 — Description table : Edit text page
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Lir i Task management
Name
Actors Admin | user

Preconditions | Actor, user authenticate . useris a project member

Basic Flo

w Primary Scenario

e ol e

9.
10.

Admin open tasks page

Application show tasks page with tasks table

Admin click add task button

Application add a new task to the table

Admin fill information about task and click assign user
Application show group member list

Admin select a user

Application assign task to user | add it to task's user list and send
notification to related user

User click on notification | application redirect user to task page
User can change state of the task

Secondary Scenario

Mone

Alternative flows and exceptions

Ba.
Bb.

empty list
application show add members button

Postconditions | Add new task and assign it

Figure 4.8 — Description table : Task managment
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4.6.6 Non Functional Requirements

4.6.6.1 Performance
It’s important to focus on the performance of the applications, which should run
smoothly with optimal response times. For a good performance:
— write clean code without duplicate code lines and files.
— code logic of the application must be in line with the right approaches.

— use module bundles to minify files and dependencies.

4.6.6.2 Availability

A main requirement of our application is availability, the application should avail-

able to use all time with fewer downtimes.

4.6.6.3 Usability

User Experience (UX) and User Interface (Ul) components design should be clear
and clean, help user to quickly find what he wants, easy and familiar interface, clear

navigation and visual logic that provide meaningful and relevant experiences to users.

4.6.6.4 Security

The application should provide a secure environment, protect user data and pri-

vate spaces.

— Strong password: obligate users to enter long passwords with different types of

characters and symbols.

— Provide Automatic sign-in and sign-out with other accounts like Google ac-

count.
— use multi-tenant architectures to separate users data.

— set rules for authorization (ex :an image in page in project space, only group

member can see it).
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4.7 Summary

In this chapter we start build our application, we first present our idea, then
we defined the software requirements, with also present use case diagrams of some

system’s use case.
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Design

5.1 Overview

After the analyses phase, we pass to the design phase. In this phase, we transform
the requirements as described in the analyses phase to system functionalities. In this

phase, we define the basic system classes, data modeling, and deployment model.

5.2 Sequence diagram

A sequence diagram is a Unified Modeling Language (UML) diagram that il-
lustrates object interactions arranged in time sequence in a use case in the field of
software engineering. It depicts the objects involved in the scenario and the sequence
of messages exchanged between the objects needed to carry out the functionality of
the scenario.

we use sequence diagram to detail the scenarios, following some use cases :

5.2.1 Authentication

Authentication is an important component in the application, the user can access
data and the application only when he authenticates, first he needs to create an

account in our system (Sign up), then the Auth services give the user a unique ID
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token, to track him when he opens the application on the browser used to sign up or
sign in, so whenever the user opens the application, the Auth service verify his ID
token if the token is valid the user access the application, if not, he will be redirected

to the sign-in page.

5.2.1.1 Sign up

% ‘ User Interface ‘ Auth service ’ ‘ Server ]
I

Dispaly Messages

I
User | |
| Open application |
| ;ﬂ
| | Send Token |
I |
Alterntive i i
Ifto Ie'; | Token is valid l
IS Mesl Redirect to main page | ——— |
Else | _: _:-
Redirect to Login page | < Token not valid |
-—— | «-----------
| |
| [
Enter Sign Up page o |
> |
erify format |
|
|

Sign up information
—_—

|<_ Statue messages

Display Statue messages

<
<%

Unique Id token
-
New user information
| Create new user

»
I

=

Requebt data
|
|
| |<—Data4l
|

Data:

\/

Data queries

>
>

|
|
]
T
|
|
I
|
|
|
|
|
| | verify information
|
[
|
|
|
|
|
|
|
|

J
1
|
L
[
|

~<—Display data—

|
|
|
|
Figure 5.1 — sequence diagram: Sign up
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5.2.1.2 Sign in

User Interface ‘ Auth servi } ‘ rver } Database
I I
User | | | |
| Open application | | | |
| O Send Token | | |
, | | R | |
Alternative | | | |
I'fto T_n | Token is valid | | |
Isv | li Redirecttomainpage | ~—+  _  ~ | | |
| _ [\ ____1____ ' '
Else | ) ) | . | | |
edirect to Login page oken not vali
|=Rd tto L | _Tokennotvalid | [ [
| | | | |
| | | | |
| i I | |
) | | |
: Enter credentials = verify credentials : | |
, I !
Alternitive i credentials are valid | i i
If credentials are valid | | | |
| Redirect to main page | | |
) | | Request User data _
| | > Data queries |
| | | "]
| |
| [ [ Data |
Dgta e
!‘ Display Data e él‘ : :
< |
— =l ——— e L F—————— TR
credentials are not vali
Else | d | lid |
: Display Erorr message 1
-
l
|
|
|
|

Figure 5.2 — sequence diagram:Sign in
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5.2.2 Guest

Without authentication, a guest can see the content of a page if only it is a public

page.

Guest visit a public page J

i User Interface

Server
1
1

verify authorization

data queries

Data

Guest ; :
i open page : i
i i ! Request page i
Alternative '
If the Ipage is public E Page data

Figure 5.3 — sequence diagram: Guest visit a public page
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5.2.3 Edit text page

Edit text page )

i User Interface Database

user E a E

i open text page : : :

. > Request page ! !

1 1

| : verify authorization :

| : : data queries J

E i Data :< Data !

i _ Display page content < ] !

i Write text : i i

L I 1

E Dj create content data E E

| i data i

| > 1

i i ' :

E E n verify authorization i

1 1 ]

i i i Save Data J

' ' | I}

Figure 5.4 — sequence diagram:Edit text page
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5.2.4 Upload file

Users can upload files only on a folder

Database

Upload file )
Lser Storage server
Interface -

user H H ! 1
H 1 i ! H
1 1 1 1 1
| Select object i 1 : H
H i H I
i 1 1
E Dj save metadata i :
i Upload file E :
! s P! 1
| | |
i : ﬂ. verify authorization i
] 1 1
: i File link ; ' :
H - . | ! )
; i file data R o i
| i . i
i : D:] verify authorizatio:n
i | ; . :
1 i X i ! Save Data
! L file data ' >
L Display file : : |
i 1

Figure 5.5 — sequence diagram:Upload file
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5.2.5 Add member to a project

Add member to a project )

R A
Admin : i i Member
Ref} : T i :

: ; Project exist ; ;
: opensettings | i ; i
i settings page : : :
; Enter user's email =E T — i E E
i i verify authorization i E
; : T Check user : E
i ] User data | i
: : Check project J ;
: __ Project members | |
i ; —— Add user to the projecﬁ: i
i Display user v user data i Add notification =E

Figure 5.6 — sequence diagram:Add member to a project
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5.2.6 Task management

Task management )
A
Adr:nin i i i Member
Ref: | ! .k . !
: Project exist ; :

Ref ; ' ! ]
' Pageexist

:
1

1

:

:

1

1

:

:

1

- :
> !
:

:

verify authorization 1

:

i

:

Create task

Data request

E Task data | Save data "
i Display task r j >
i‘ Select user ! i
i i Assign user J
verify authorization E
i i Save data i

i E Ta'sk notification

Figure 5.7 — Sequence diagram: Task management

5.3 Class diagram

In the Unified Modeling Language (UML), a class diagram is a type of static
structure diagram that describes the structure of a system by showing the system’s

classes, their attributes, operations, and the relationships among objects.
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.

Comments

area
Channel Folder

calender

‘ _

Figure 5.8 — class diagram
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Space

Project space

Private space

+id :string

+ spacename:string
+pages :array
+folders:array
+members:array

+type :string

+tyep :string

+addMembers()
+deletMember

Channel

+id: string
+name:string
post : array

renameChannel()

post

+id: string
+content :string

Comment

+id: string
+content :string

Admin
User +creatPageProject()
+id :string +creatFolderProject()

+hame:string
+email:string

-updateProfile()

Folder

+id : string
+name :string
files :array

Comments
area

Page

+id : string
+name : string
+type :string
+creator :string
+data : pageData

file

+id : string
+type : string

Figure 5.9 — classes

5.4 Data Modeling

We use NoSQL Document database to save application data, we use the shared

database shared schema model, following JSON docs describe how we structure data:
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User Doc

{

Id: string,
name : string,
email : string,
avatar : string

}

Figure 5.10 — JSON DOC 1

example Data : text editor

{

"blocks” ;[

{"id"

DKoz TxrgxZ6",
“type" : "header”
,"data" : { "text":

‘New page’,
"level": 2}
H

t

Figure 5.11 — JSON DOC 2

page Doc

{

creator_id : string,
data : object,
name :string,
type :string

space Doc

{

id : string,
folders : array,
pages :array,
type :string,
users:array,
channels :array,
projects : array

}

Task page data
{

id :string

assign :array,
taskMame :string,
description : string,
endDate :date,
startDate :string,
link :string,

state :string

t

Todo page data

{

checked: Boolean,
description: string,
id :string,

priority: string,
todoName : string;

t
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Channel Doc post Doc reply doc
{
t { id :string
Id: string, ; id : string, content :string,
name : string, poster_id : string, user_id :string,
posts : array, content :string, } -
project_id : string, reply :string

USErs | array

}

Figure 5.12 — JSON DOC 3

5.5 Deployment architecture

We use microservices to develop and deploy the application, microservices is an
approach to developing a single application as a suite of small services, each running
in its own process and communicating with lightweight mechanisms. built around
business capabilities and independently deployable by fully automated deployment
machinery. In our case, we deploy our application to the main service and other

services used and called on-demand, following deployment architecture:
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Cloud environment

APl's

microservices

o

e

2 /

Main service

,‘%%

[o]

e

Internet
[o]
e}
Users
==

N

/

—
€__

)

et
Databases

(

Figure 5.13 — Deployment architecture
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Chapter 6

Implementation

6.1 Overview

In the implementation phase we move our application to the production stage, in
this phase we start coding and building our application, in this chapter we present
technologies that we used, configurations, and how we connect services. Also in this

chapter, we show how cloud technologies work and how we deal with them.

6.2 NoSQL Database

NoSQL databases are non-relational databases, non-tabular, and store data dif-
ferently than relational tables. NoSQL databases come in a variety of types based
on their data model. The main types are document, key-value, wide-column, and
graph. They provide flexible schemas and scale easily with large amounts of data

and high user loads.

NoSQL Document databases are a way of store data in documents similar to
JSON (JavaScript Object Notation) objects. Each document contains pairs of fields
and values. The values can typically be a variety of types including things like

strings, numbers, booleans, arrays, or objects, and their structures typically align
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with objects developers are working within code. Because of their variety of field
value types and powerful query languages, document databases are great for a wide
variety of use cases and can be used as a general purpose database. They can
horizontally scale out to accommodate large data volumes.

following are some points that led us to chose the NoSQL document database:
— Development process with NoSQL databases can be much faster than with a
SQL database
— NoSQL database fit with our development methodology and fit with modern
Agile development practices
— NoSQL databases are often better suited to storing and modeling
— Our application data are unstructured data (Multimedia content, Text files,

various values types.. etc). NoSQL databases are the ideal choice since they

can more easily adapt their data model with a flexible schema

6.3 Cloud Computing platform :

We develop a SaaS application so we need a Cloud Computing environment to
deploy our solution, we decide to use Google Cloud Platform, GCP is a public cloud
vendor provided by Google it is a suite of Cloud Computing services that runs on
the same infrastructure that Google uses internally for its end-user products, such
as Google Search, Gmail, file storage, and YouTube.

GCP provides all product needed to build and deploy high performance and scaled
cloud-based application like database, storage, serverless platforms, load balancing,

auto-scale.. etc, we chose Google cloud platform because :
— Very rich and detailed documentations with a massive community are available
— It provides high quality products that we need in our development process
— Easy to understand and deploy applications compare to AWS and Azure

— It provides a console that allows for easy access to all GCP projects and prod-
ucts. A customizable project dashboard, with an overview of Google Cloud

resources, billing, and a filterable activity listing.
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— Free use plan and free trial that includes $300 in credits to spend over all

products

Following Google cloud product and services that we use :

6.3.1 Google App Engine

We use App Engine to deploy our main application. Google App Engine is
a Cloud Computing platform as a service (PaaS) for developing and hosting web
applications in Google-managed data centers and run across multiple servers. App
Engine is a fully managed, serverless platform we can choose from several popular
languages, libraries, and frameworks to develop our apps, then App Engine takes
care of provisioning servers and scaling the app instances based on demand.
for auto-scaling App Engine can automatically create and shut down instances as
traffic load changes, basically An instance is a virtual copy of the main server or
a virtual server that runs the same code that we deployed, also we can specify the
number of instances to run regardless of the amount of traffic. To determine how
and when new instances are created, we specify a scaling type for the application.
An App Engine application is made up of a single application resource that consists
of one or more services. Within each service, we can deploy different versions of
that service. Each version then runs within one or more instances, depending on the

traffic or our configuration.

6.3.2 Firestore

Cloud Firestore is a cloud-hosted NoSQL document database, it is flexible, scal-
able for mobile, web, and server development from Firebase and Google Cloud. It
keeps data in sync across client apps through real-time listeners and offers offline
support for mobile and web, we can build responsive apps that work regardless of
network latency or Internet connectivity. Cloud Firestore offers seamless integration
with other Firebase and Google Cloud products, including Cloud Functions. Cloud

Firestore also features richer, faster, and simple queries to manage data.
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6.3.3 Cloud storage

Cloud Storage is a service for storing objects in Google Cloud. An object is
an immutable piece of data consisting of a file of any format. we store objects in
containers called buckets. All buckets are associated with a project, and we can
group projects under an organization.

Cloud Storage is a flexible, scalable, and durable storage option we can read and
write files to Cloud Storage buckets from almost anywhere, so we can use buckets
as common storage between our services and main application in App Engine. all

user’s files will be saved on cloud storage.

6.3.4 Cloud Functions

Google Cloud Functions is a serverless execution environment for building and
connecting cloud services. With Cloud Functions, we write simple, single-purpose
functions that are attached to events emitted from or services. A function is triggered
when an event being watched is fired. Our code executes in a fully managed envi-
ronment. There is no need to provision any infrastructure or worry about managing

any servers. we can deploy a complete service using Cloud Function.

6.3.5 Identity platform

Identity Platform is a customer identity and access management (CIAM) platform
that helps organizations add identity and access management functionality to their

applications, protect user accounts, and scale with confidence on Google Cloud.

6.4 Programming Languages and Libraries Used

6.4.1 JavaScript

JavaScript (JS) is a lightweight, interpreted, or just-in-time compiled program-

ming language with first-class functions. While it is most well-known as the script-
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ing language for Web pages, many non-browser environments also use it, such as
Node.js, Apache CouchDB, and Adobe Acrobat. JavaScript is a prototype-based,
multi-paradigm, single-threaded, dynamic language, supporting object-oriented, im-

perative, and declarative (e.g. functional programming) styles.

6.4.2 Node js

Node.js is an open-source, cross-platform runtime environment that allows de-
velopers to create all kinds of server-side tools and applications in JavaScript. The
runtime is intended for use outside of a browser context (i.e. running directly on a
computer or server OS). As such, the environment omits browser-specific JavaScript
APIs and adds support for more traditional OS APIs including HT'TP and file system
libraries. Node js is so powerful and very popular an used by many big companies
like : Netflix, PayPal, Uber... etc

6.4.3 Express js

Express is a minimal and flexible Node.js web application framework that provides
a robust set of features for web and mobile applications, Express provides a thin layer

of fundamental web application features, without obscuring Node.js features.

6.4.4 React

React is a free and open-source front-end JavaScript library for building user
interfaces and Ul components. It is developed by Facebook and developers commu-
nity. React makes it painless to create interactive Uls. Design simple views for each
state in the application, and React will efficiently update and render just the right

components when application data changes.

6.4.5 CSS

Cascading Style Sheets (CSS) is a simple mechanism for adding style (e.g., fonts,

colors, spacing) to web documents.
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6.4.6 Firebase Admin SDK

The Admin SDK is a set of server libraries that lets us interact with Firebase
from privileged environments to perform actions like:
- Read and write with full admin privileges.
- Programmatically send Firebase Cloud Messaging messages using a simple, alter-
native approach to the Firebase Cloud Messaging server protocols.
- Generate and verify Firebase auth tokens.
- Access Google Cloud resources like Cloud Storage buckets and Cloud Firestore

databases associated with google cloud projects.

6.4.7 Editor js

Editor.js is a block-styled editor for rich media stories. It outputs clean data in
JSON instead of heavy HTML-markup. And more important thing is that Editor.js
is designed to be API extendable and pluggable.

6.5 Tools and extensions

6.5.1 Google Cloud Console

Google cloud console (GCC) is a powerful web admin UI, GCC is a web-based
interface that helps us to quickly find resources and connect to instances via SSH in
the browser. access and manage google cloud products, GCC helps us to have full

management control over resources that we use.

6.5.2 VS Code

Visual Studio Code is a lightweight but powerful source code editor which runs

on desktop and is available for Windows, macOS, and Linux. It comes with built-in
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Google Cloud Platform

#A Home

@ Recent

(+)  Cloud Functions

@ App Engine >
STORAGE

Wl Filestore

=  Cloud Storage >
= DataTransfer >
DATABASES

@ Bigtable

5 Datastore >
% Database Migration >
s Firestore >
# Memorystore >

Figure 6.1 — Google Cloud Console

support for JavaScript, TypeScript, and Node.js and has a rich ecosystem of exten-
sions for other languages (such as C++, C, Java, Python, PHP, Go) and runtimes
(such as. NET and Unity).

One of the best features of VS Code is the ability to install extensions that were very
useful when we write code, it helps us coding very faster and it makes the code very
clean and super organized.

extensions:

VS Code ES7 React/Redux/React-Native/JS snippets, auto close tag, Bracket Pair

Colorizer, beautfiy.. etc

6.5.3 NPM

Npm is the world’s largest software registry. Open source developers from every
continent use Npm to share and borrow packages. Npm is a package manager for the
JavaScript programming language maintained by Npm, Inc. Npm runs with Node.js.
all packages and libraries we use in this project are installed and managed using Npm

and its CIL (command line interface) that execute in the windows terminal.
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6.5.4 Nodemon

Nodemon is a tool that helps develop node.js based applications by automatically
restarting the node application when file changes in the directory are detected. its a

very useful tools, it helps us a lot in the coding process

6.5.5 Webpack

Webpack is a static module bundler for modern JavaScript applications. When
webpack processes the application, it internally builds a dependency graph from one
or more entry points and then combines every module your project needs into one or
more bundles, which are static assets to serve content from. in other words webpack
is a tool to bundle, minify and squeeze all files, modules, dependencies and create just
a few files, webpack is very powerful, and have many benefits: improve performance,

Automatic Dependency Collection...
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6.6 File Structure

file structure is the way that we structure application files, the well structured

and organized files helps us in the development process.

6.6.1 Front-end files

front-end applications files are grouped based on their type as shown in Figure 6.2

» node_modules

public

» authen

~ main

Figure 6.2 — Front-end app files structure
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6.6.2 Back-end

In the main back-end we follow the MVC methodology (Model-view—controller)
it is a way of structuring our code and files, In the MVC approach application files are
divided into three interconnected parts, Model, View, and Controller, this approach

keeps code more modular, reusable and easier to read.

- SERVER DEBEL

e

» public

Figure 6.3 — Back-end app files structure
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6.7 Code and Solutions

6.7.1 Authentication

When a user opens the application, the authentication service code executes, if
the browser contains a valid ID token, the user will be redirected to the main page
of the application, if the ID token is unavailable or expire, the user will be redirected
to the sign-in page. On the sign-in page, if the user enters the right credentials, the
authentication service will save a new valid ID token on the browser storage, and
allows the user to access the application
If the user hasn’t an account, he needs to switch to the Sign-up page to create
a new account, after he enters his information and clicks the sign-up button, the
authentication service will create a new account, then a Cloud Function will invoke,
this function can access the new user information, it will create new start data and
save it with the user information (name) in Firestore database. The figure below

summarized this process.

Trigger

| €

Firabasell Auth user information ’ |- }| Cloud function

- l

Frontend E“"?T_ — @ D_at.at.:a}se

Create new user

J

Figure 6.4 — Authenticate Service
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admin.initial

exports. = functions.auth.user().onCrea

const pageRef = admin.fire .collection("pages”);

const textPage t pageRef.add({

Figure 6.5 — Part of the code of authenticate trigger function

6.7.2 Authorization

As we saw in the analyses and design phase, to use our applications all users
must authenticate (sign-up or sign-in), or all requests will be denied. When a user or
device successfully sign up or sign in, the authentication service creates a correspond-
ing ID token that uniquely identifies and grants users access to the application. The
front-end application put an authorization header that contains the unique ID token
in every POST and GET request sent by the user. In the back-end when it receives
a request, first of all, it verifies the value of the authorization header (validation of
ID token) using a Middleware function.

A Middleware is a function that invokes before the controller receives requests. In
our back-end a Middleware function checks the validation of tokens using the au-
thentication service, if the ID token is valid the Middleware passes the request to the

controller to treat it, if not the Middleware sends back a forbidden response.
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Following the source code of the Middleware

1 authenticateToken(req, » ) 1
authHeader = [
st idToken = authHeader &&
F (1dToken == null) return

.authi(

verifyIdToken({idToken,

app.use(authenticateToken)

Figure 6.6 — Middleware source code

6.7.3 Files Access Authorization

Files access authorization was a hard task in the development process, when a
user uploaded a file, the file saved by cloud storage in cloud buckets and return a
link takes to the actual file, this link will be saved in the Firestore database as a
string, the issue was with that link, anyone with this link can access to the file and
this is a big security and privacy problem.

The solution to this problem is to use cloud storage rules and file metadata, Objects

stored in Cloud Storage have metadata associated with them. Metadata identifies
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properties of the object, as well as specifies how the object should be handled when
it’s accessed. So whenever a user uploads a file, the application in the front-end
will save the user ID in the metadata of the file. If the file is uploaded in a project
space the application will save all users IDs in the metadata (user ID are provided
by authentication service).

On the other side, we configure Cloud storage rules to authorize access to the re-
quested file only if the UID (user ID ) matches the one saved in the metadata of the

file. rules configuration in Figure 6.7

rules_version = '2°;

service firebase.storage {
match /b/{bucket}/o {
match /{allPaths=#*}{
allow write: if request.auth.uid '= null;
allow read :if resource.metadata[request.auth.uid] == request.auth.uid;
}

—_
A WD 00 =] O N e LD RS =

-

Figure 6.7 — files access rules

6.8 Deployment

To deploy the application we use Cloud SDK CIL (or gcloud CIL). The gcloud
command-line tool is the primary CLI tool to create, manage and deploy Google
Cloud resources. The deployment is done according to the service and platform

used.
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6.8.0.1 Deploy main application to app engine

First of all, we pass our react application (front-end application) to the produc-
tion mode, to do so we open the terminal in the root file of the application and then
execute this command: npm react-scripts build , this command will invoke web-
pack, then the build file of our front-end application will be created. Next, we copy
this file and past it in the public folder of the Node js application (main server), then

in the root of the server folder, we execute the gcloud command: gcloud app deploy

6.9 Application scalability

The application automatically scales up and down, app engine will create new
instances according to the traffic, it can scales up and hold even to a million requests
without any overload problems in Figure 6.8 below show instances created automat-
ically by App Engine, the images is from google cloud console of our project. Also,

other services are auto-scale up and down without managing them.

Instances @
O D ars @ Latency @ Requests Errors
O @ 00c61b117c0a647118a2baabad90a8e 0.033 35ms 22 0
D & 00c61b117cBe6405d0dfcfed269b4doc 0 0 ms ) 0

Figure 6.8 — screenshot from google cloud console shows app engine instances
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6.10 The Final application

The final application is SaaS cloud-based application, multi-tenet architecture,
high availability, automatically scale, and accessible via the internet. Following are

some screenshots from the application:
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Sign Up

Name :

Your Name

Email :

Enter your email

Password:

Password

Already have an account? Sign In

Figure 6.9 — Application screenshot : Sign up
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Sign In

Email :

| Enter your email |

Password:

| Password |

Need an account? Create one

Figure 6.10 — Application screenshot : Sign in
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@ ismail benlaredj

< Home Space o

0 Notfcations Choose Between Traditional Web Apps
D and Single Page Apps (SPAs)

"Atwood's Law: Any application that can be written in JavaScript, will eventually be

= new page written in JavaScript." - Jeff Atwood

# task There are two general approaches to building web applications today: traditional web

El todo applications that perform most of the application logic on the server, and single-page

| ited applications ‘§5‘5‘§) that perform most of the user interface logic in a web browser,
communicating with the web server primarily using web APIs. A hybrid approach is

@ Add page also possible, the simplest being host one or more rich SPA-like subapplications
within a larger traditional web application.

Folders

» B3 New folder 02
» B3 New folder
» BB images

» B New folder

+ Create project

Figure 6.11 — Application screenshot : Main page
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T Home Space

Q1 Notifications

8% settings

Private Space
ages

# task

® Add page

Jlders

» B New folder 02
» M New folder
» B images

» M New folder

® Add folder

Task table

Task Description Person

task task Assign task ¢
description

task task Assign task ¥
description

Deadline

Start:  01/01/@
End: 12/30/@
105 Day

Start: 01/01/@

End: 12/30/0

105 Day

Figure 6.12 — Application screenshot : Task table

State Work
In Progress - Add Link
Completed - Add Link

+ Add new task
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~

< Home Space o

1 Notifications
8% settings @ New To-Do

Private Space

Pages [ Hign
% task Saa$ application
3 todo
[ Hign
® Add page
Go t the Gym
Folders Low
» B New folder 02 Write a section

» B3 New folder
» @B images

» BB New folder

@ Add folder

-+ Create project

Figure 6.13 — Application screenshot : Todo page
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@ ismail benlaredj
T Home Space
August 2021
01 Notifications
@ Settings Sun Mon p Tue ) Wed Thu ) Fri . Sat
Private Space X
Add Event : 2021-08-10
Pages
Event Titl
# task A { vent Title 1 "
] todo New Event
5 events
Event Description
@ Add page 15 1€ 20 21
Folders
» B New folder 02 2 27 27 g
» BB New folder
» B9 images 4
» B2 New folder
29 30 +

@ Add frldar

Figure 6.14 — Application screenshot :

Calendar page and add event window
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6.11 Summary

In this chapter, we start the programming process, we show how we develop and
deploy the application, we present some technologies used and some coding solutions.

In the end, we present the final application.
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Conclusion and Perspectives

In this study, we have tackled the concept of Cloud Computing, which is an
emerging technology trend, it has known a massive growth and development dur-
ing recent years. Cloud Computing basically refers to the on-demand delivery of
IT resources including, hardware, servers, storage, software, and IT infrastructure
in general. All resources are available as services through the internet and offered
on a pay-per-use basis. we presented its architectures, characteristics, models, and
building blocks.

One of the main models of Cloud Computing is Software as a Service, SaaS refers to
the model of delivery software in the form of a service, precisely SaaS is a cloud-based
and web-based software delivered through the internet, usually accessed via a thin
program such as a browser that runs on local client’s. In our study, we presented the
SaaS model, we explained its architectures, development, and deployment strategies.
Our main goal in this project is to create a SaaS application to help students collab-
orate online. To get know more about online collaboration fields, we talked about it
in chapter 3, we discussed the online collaboration, its principals and key factors of
a successful one, this helps us to create a general idea about the application that we
created.

In the end, as we saw in the last chapter, created a SaaS application for online col-

laboration between students.

As a perspective, we aim to add more functionalities to the application like a jour-
nal to record activities of group members, add more features to the text editor, this
will help users create rich content, also we aim to make the application responsive,
which means the user can access the application using a mobile, or tablet browser
and the application will be displayed properly. Regarding the cloud computing tech-
nologies, we aspire to use more products and services like memorystore, Cloud Tasks,
Cloud Run..., these services will help us improve performance and make it easy for

us to create more functionalities and features.
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