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1st Face: (A induces B do what B would initially otherwise not do)

Hard Power: denial of service attacks, insertion of malware, SCADA disruptions,
arrests of bloggers

Soft Power: information campaign to change initial preferences of hackers,
recruitment of members of terrorist organizations

2nd Face: (Agenda control: A precludes Bs choice by exclusion of Bs strategies)
Hard Power: firewalls, filters, and pressure on companies to exclude some ideas

Soft Power: [SPs and search engines self monitor, ICANN rules on domain names,
widely accepted software standards

3rd Face: (A shapes B's preferences so some strategies are never even considered)

Hard Power: threats to punish bloggers who disseminate censored material

Soft Power: information to create preferences (eg. stimulate nationalism and
“patriotic hackers,’), develop norms of revulsion (eg. child

pornography)

. Nye Joseph, op.cit ,P 07.
41



A9l o) Ao Wyilig Al cilajagal) ) ghat 1 AUl Juadl)

Jelslll A Jgaill: G il

2aglly o) Jeldll aa3 o1 Agall of Ala sheally dunsl i€ 38 ) (e
Ala el L) Laid Joall o 1Sa a3l sgall of ) Al ddsall el lall 8
Mo J8 e aman o el sas e Jedll e ) Jsall e Jelsdl) o ssall Ll
bl sl dujles (e cdpallal) Aulpd) 8 ) Galelal) A ply) sl caiSe
LSS Ll A (e B (63 (e ST Aac il
Jo 198l Ch Agippaad) 8580 HLEIH: I Y cathaal

Lladll a5 " &l e Diffusion of power ssall L) U Ciyjga oy
Y Jsall e ey cAlsall 4400 5 ylanl) (3Uai o )\s Gadlgl) Jelally a0 ey
Lragill (e sanm 8ypeay (il aaa cpleli sl o bs8

2., . U Soun o - . ..
oM (8000 ,)L*-“-‘-‘y‘ ‘—’QB—’-““U:‘-.’L,,EL‘ Do)

AV Ul dgalsa 8 Aol gy e Sl 5gal) 2 Y (g ghaal)—
syaill 4l (e S Laily chadd Joall Jo jually 22y ol 358l (e 2paadl gl 11 )
OST el gus cadlaal Gaiarl Leadagig Leadasind o 306l)g dua ol 61 28 el DUl e
il of Gl Cplel oWsa o0 alalaiy sl ye e Al culeld S a1 A
L] il gy paall Liasl i€l 551y DUl (40 308 Ay bl sl alil

Al (e Jumdl L oSy ilaslaally

220a (Gilas gape el de jsmall de zlus
A8 aY) Bantall LN " oY) e B Lgdgind Jol) Lati O oSe i 120 SV BN ABla Clg) -
32 e (Gl gase Cadgal
Aspudd) B Cilyand) iy SN Lol 38 e allal) i) 483 848l ¢ allia §pai]
38202021 «Lasall (13 sladl oy 5ilill

42



A9l o) Ao Wyilig Al cilajagal) ) ghat 1 AUl Juadl)

(e Aaniall 3l (e alary cluldia ol dgag Je dphud) 38l jalic Sy
Al sall 33yl g Ay Sunl) 3 ll5 Ae Livally ALaiBY )y Sully Tam gl g€ o)y oLl
G Sl DA e Lgblaal Gias o 5yadlly S50 Je \gi)ndy Agall 34 ey Lo sa
& 8l Axla i b s0 (Jlails 5SSV el IS ¢ g ySIY ¢ Liadl)
L sl

SV Lnsl €5 6 A gall e i) Z8US il s 5,aY) Al 5yl US
s ke 2.4 g aaiiie Hlle 2.1 il eadiee aae ) ) Glesleall
aaiie bl 5.9 5 AN np Glea JL 3.146 0 5 e laa¥) @Il
) A G aaally 2018 Ale ) st b 4a 5l g ccsulall
4.6 Y iV aadiiee e il Cua bl S e () a0 e e
32021, gid b ardies

Gpasaa (2l 3l (e waall gl 18 Y5 Jsall e (g Cplelal aastion
Gl i ¢ g AT Gl ciloglae lSol (350 g yisl) ablse (3)58) Jie
i3S e Ladll Zla Y] cilelaall alasind sa @l e 5laVl Al sl e
LAl Jg calite 8 Ala Y aglilee Ay Jaylasill

s Sada g ety Jsb aaadl Jelll Hsa jsedas Adsall g0 aali B
KYSRPPEPIRYHI{ N sl aainall 8 Al 3an S walyy Agall 50 ¢

598 5,2 Cla o Joall je Jelsd ey laxie oyl cojall diles ) leaiV!

Cluball Gl 5$e A Jall Y e Leaiall wagil) s ) o Liaill 3 2y ST Al ¢l 358 =
197 e 2018 02 22l (07 dlaall Ailaiy)
002 Gils g o illall s olas IS
Gl e gallal) Y e Lgibeltis ghuad) oall (graa dena
s s A0l Bal) B SR asgda S o g Gl T alad) ald) Gasyllae aleyy —*
)l e 7l Cdiadla) Agal) aass

https: //bit.ly/3mnfwXa(2022/05/10)

43


https://bit.ly/3mnfwXa

A9l o) Ao Wyilig Al cilajagal) ) ghat 1 AUl Juadl)

Glusial) sareiall S AN A gall G laddl Canual Ladey daald cduadyll il
pliall 3yglatia €] OG5 dadi allad) 2l 3 Ala Y 1s AN e Laally
L pall
Glaagd Hseds Dlagleally Juaiy) La gl <ol ABlell A gal) s alia
e bl 322) 3aal) diaY) A5l dai sac Laie
Al apad Hlad ol (e dae Lay (g STV e Liadlly aliial) allal) Lals)) -
Az Al Glaagd Glaglaall 4561 40l
Ay ilig agdlaal gaail g ) eladll Joall ye (e cplell aladin) -
Al ol e
linally Lalsy (alall ¢ Uadll wllal dpagljin) cileUad (e Al gal) Gl -
Vgl
LAY s ladl) alasinl pa e A SSIY) Coall dgalge il -
Ciapal Sl laiall duastie a5l SN aa Joall Jalas &S -
Al sglly gy g (udllS Ao laa¥) GIGA] adlse Jia L@ i

s Ol sl

.151u4‘éem@fcgqywas@gl}_u}3;um-l
44



A9l o) Ao Wyilig Al cilajagal) ) ghat 1 AUl Juadl)

L) 5681 ASILAL) (o i) 5 S allaal)

D il 558 ) sShiay cplll el e g )l ED 0 U Ciudon s

il Sl pakiy ¢ dug A Cileaa 3 e 308 dlgall S Al sddgall v/
O s 180 ea e Uil 2008 aladl a4l a8 clglals chllalud) dulaa
Jeel Jslans de dae Joall 6Ss Le sale ¢ Ayl Aalul1 e 4ol g
LS ¢ anntll lilee A Joall eyling iy Sue 5 A6 5 Lolaid) §f Ll
B S cpuine Al e il Apead il 4 sell anat ilaglas Calagiuly a6
7 daagiad) Jsall b AN gaa) el o

O ¢ asned) GabeY A SV Bl (ppending 1) e (e Gleldl) v
Bl lddud YIS, AS)Lie bt e g 5K agan (gl 20 o agh )8
GlilSa) pasy GLilSe) Gileleadl 238 i Y losac s Byadia jsa) iy 3) 5k
O Ostelall ady (o Sy (815 (A ASIY) 38l aladin) Jlae (8 Leads 45l
Aalail Calagials dig y€l) aflse (35 Jali degiia Cilena Joall ye
e laal) ey iy

Aaii) (e Goley maaly Adgall el i) 8 Yiad Daie o5l mual )8 v/
L yra oy oSliag AV A all Gl b4 i e Shawd) eLadll e
peasp o RSl 8 dpra Al 5S5 Lesaley clgdidagi o B)a Al iSO
Jil it 1A (g 55 SN oLl adde g ¢ agalic s agiiadla Coneayy
Jia ualS e agilean it ol e Al a1 KA o ilabiial) (s as

15002 ¢ S Gilad) oyl i =
sl adaa Ot Al Ay sl Lyl (Gushyund) s S Clangd) e (L Gl le—?
15 5a2019 63 2l edygali ciluds Adudes ¢ 2l
A8 )aY) Baatall il " CuiY) e B lgigind Jea) i of ey CiS Ay SN BRI Aals gy P
T4 o i g laipa
45



A9l o) Ao Wyilig Al cilajagal) ) ghat 1 AUl Juadl)

0 40e e desana Ay ¢ Anonymous (wsasisl Acgana aai L
oo g il 3y Ayl Cpall J8 3 Allall 3 el daal il
Craaly LS caul) Ly aiiyll paladl s 51 0yl By e YT G
A8la) (Y (als sl Calad dals (g als Apilayys 4S50l ApesSa adl e
A5 oDlee VL dala L) A Lty (e dpadid Cilily 3L Leald )
ASyaY) g 8all 51y agie dpSially Lpalia@¥ s dpulaadl laliall Jilaty duals
il B3ealy ddle] Cilalaiag
f ) gl e sl LY bl iy On g Ciden e

daaa (598 sl g Anhadll paaadll ) asgall aalfgll Caladl) 3 jalls e 368l Jlan) >
Apulig A gle 068 S ala a5l (e

o el ag (Jodll pe ge cpleldll L)) ale O Jsall e sl L) >
Ngiabisg Joall (e basd iy cdpalss

t sl gy o Al 58l Calaal N Jgaad) Jiays

2.5\ s e Agilyaad) 558N QLG 10348, S

Targets of Cyber Power
Intra cyber space Extra cyber space
.| Hard: Denial of service attacks Hard: Attack SCADA systems
Information i o ,
Soft: Set norms and standards Soft: Public diplomacy campaign to
Instruments .
sway opinion
Hard: Government controls over Hard: Bomb routers or cut cables
Physical | companies Soft: Protests to name and shame cyber
Instruments | Soft: Infrastructure to help human providers
rights activists
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Study Summary:

The information and digital revolution that the world witnessed,
especially in the 21st century, had a great impact on the emergence of a new
international situation, characterized by many transformations caused by the fast
increase in the uses of cyberspace.

The most prominent features of these transformations were the changes
that affected the most important classical concepts such as the concept of power,
war and actors. One of the repercussions of the information revolution has been
the emergence of cyber threats that have become a major challenge to national
and international security, so it became difficult to restrict them in light of their
multiplicity of forms and sources, and their fast and continuous development,
which required a necessity to move and confront these threats that have become
incurring great losses for countries.

The response from the different states was by developing tight strategies
and confront them through national cybersecurity strategies also trough
international and regional agreements within the framework of international
cooperation.
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